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What is SCADA?

e Supervisory Control And Data Acquisition
- Real-time technologies to centrally monitor/control remote/local equipment

e Distributed Control Systems — E.g., large-scale transmission systems, such as
electrical, oil and gas transportation networks




Motivation

e Malware moving from IT Systems
to Operational Systems
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e Foster new theories,

e simulate/emulate case scenarios,

e & validate results using real
environments.



Typical SCADA Elements (1/3)

Probes/Sensors: monitoring devices to retrieve
measurements related to specific physical phenomena

Effectors/Actuators: control devices, in charge of
managing some external devices

IT
SYSTEMS

(backend and DB servers)

MTUs/
HMIs &=

RTUs/
PLCs

(convertors, modems, antennae)

[/O Channels

SENSORS
- FLOWMETERS. TEMPMETERS
- PRESSURE TRANSDUCERS
- LEVEL TRANSMITTERS

ACTUATORS

- CONTROL VALVES
- ON/OFF VALVES

- HEATERS

- SPEED DRIVES




Typical SCADA Elements (23)

Middleware based on
e Remote Terminal Units
* Programmable Logic Controllers

to control those devices monitoring/controlling end-
points, often deployed far away from the backend

IT
SYSTEMS

(backend and DB servers)

MTUSs/
HMIs —‘:‘

|

RTUs/ .
PLCs [fflA5
i

(convertors, modems, antennae)

[/O Channels

SENSORS
- FLOWMETERS. TEMPMETERS
- PRESSURE TRANSDUCERS
- LEVEL TRANSMITTERS

ACTUATORS
- CONTROL VALVES
- ON/OFF VALVES
- HEATERS
- SPEED DRIVES




Typical SCADA Elements @3/3)

I'T/Master Terminal Units/Human Machine Interfaces
e Located at the control center of the organization

e Give access to the management of communications,

collection of data, data storage, and control of sensors
and actuators via the RTUs/PLCs

ESD | Headers | OilStorelShip | Gas Comp2
Emsupsys | Olsep 1,2 | Vepor
vsD: 1

IT
SYSTEMS

-

(backend and DB servers)

MTUs/

(convertors, modems, antennae)

[/O Channels

SENSORS
- FLOWMETERS. TEMPMETERS
- PRESSURE TRANSDUCERS
- LEVEL TRANSMITTERS

ACTUATORS
- CONTROL VALVES
- ON/OFF VALVES
- HEATERS
- SPEED DRIVES




Security Challenges™

Plus

e Reliability,
e Safety,

\ Availability

Asset to protect: Information Process

Priority IT Systems

MTUs to 1/O

Integrity

Integrity

* HIRSCHMANN, Why is Cyber Security Still a Problem? TOFINO Security Series

e Performance, ...

IT
SYSTEMS

(operator workstations)

RTUs/ N
PLCs )

(convertors, modems, antennae)

[/O Channels

SENSORS
- FLOWMETERS. TEMPMETERS
- PRESSURE TRANSDUCERS
- LEVEL TRANSMITTERS

ACTUATORS
- CONTROL VALVES
- ON/OFF VALVES
- HEATERS
- SPEED DRIVES




The PANOPTESEC Approach

* Dynamic Risk Assessment

- Preempt Exploitation of Vulnerabilities

- Use of Attack & Operational (“Mission’’) Graphs

Green dot: landing site
Black dot: hopping site
Dark blue dot: malware MD5

y Show landing / hopping URL
en mouse over

wh
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IT Security Oriented

= PANOPTESEC

Operational Security Oriented
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Project Emulation Environment (1/10)

e Real control systems in
cold standby mode
(Disaster Recovery site)

¢ Real high/medium voltage
substations in test mode

¢ Cloned SCADA systems for
scalability emulation

e Simulated ICT domain for
diversity of application
experiments (e.g., non-
SCADA environments)

¢ |nstalled network and
security monitoring
systems support data
collection

{“Guiscapa
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Project Emulation Environment (2/10)
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Project Emulation Environment (3/10)

Virtual Machines

o B .

B 1D Owner Group Name v Status Host IPs

10.10.0.130

[ sn rapone oneadmin VR-0Z (HV GPRS) RUNNING esx02 et -
I~ 77 rapone oneadmin TPT2K-HV-Virt-777 RUNNING esxlZ 172.21.100.159 -
O 776 rapone oneadmin TPT2K-HV-Virt-776 RUNNING esx02 172.21.100.158 (=]
i rapone oneadmin TPT2K-HV-Virt-775 RUNNING esx02 172.21.100.157 -

rapone oneadm TPT2K-} irt-771 RUNNING 172.21.100.156

B 73 rapone oneadmin J'PTZK-H'-'N rt-773 RUNNING esx02 172.21.100155 ~
B 772 rapone oneadmin T2K-HV-VIrt-772 RUNNING asx02 172.21.100.154 -
£ 771 rapone oneadmn TPT2K-HV-Virt- 771 RUNNING esx0? 172.21.100.153 &
= 70 Zidoune oneadmin TPT2K-HV-Virt-770 RUNNING esx02 172.21.100.152 -~
O 769 rapone oneadmin ET?K HV-Virt-769 RUNNING esx0? 172.21.100.151 (e=]
I~ o8 rapone oneadmin TPT2K-HV-Virt-/68 RUNNING esxlZ 172.21.100.150 jum}
767 rapone oneadmin 2K-HV-Virt-767 UNNING esx02 172.21.100.149
O 767 d TPT2K-HV-Virt-767 RUNNING 02 172.21.100.149 [
[ ) rapone oneadmin TPT2K-HV-Virt-766 RUNNING esx02 172.21.100.148 jum}
M 765 rapone oneadmin TPT2K-HV-Virt-765 RUNNING asx02 72.21.100.147 -l
p 7H4 rapone oneadmm T K-HV-Virt-764 ) IN esx0?2 172.21 0,146
= 4 d PT2 7 RUNNING 0 72.21.100.1 -
4 76: rapone oneadmin TPT2K-HV-Virt-763 RUNNIN esx02 172.21.100.145
= 63 d PT2K-H\ (3 RUNNING 0 72.21.100.14 -—
l,—] 762 rapone oneadmn TPTZ2K-HV-Virt-762 RUNNING esx0? 172.21.100.144 &
" 761 rapone oneadmin TPT2K-HV-Virt-761 RUNNING E 172.21.100.143 -
a 760 rapone oneadmin TPTZ2K-HV-Virt-760 RUNNING esx02 172.21.100.142 &
7 759 rapone oneadmin TPT2K-HV-Virt-759 RUNNING esx(2 172.21.100.141 -~
O 758 rapone oneadmin TPT2K-HV-Virt-758 RUNNING asx02 172.21.100.140 -]
[ 757 rapone oneadmin TPT2K-HV-Virt-757 RUNNING esx02 172.21.100.130 jmn]




NRP, Request uho-has .21.160.197 tell
69 ARP, Request uho-has .21.1060.232 tell
ARP, Request uho-has 21,100,209 tcll
ARP, Request uho-has 21,100,169 tell
ARF, Request uvho-has 172.21.100.236 tell
ARF. Request who-has 172.21.100,199 tell
ARF, Request uvho-has 172.21.100,.237 tell
ARF, Request uvho-has 172.21.100.238 tell

Project Emulation Environment (4/10)

Z21.160. length 16

.100. Iength 16
.100.10, length 46
.100.10, length 406
.100,10, length 46
21.100.,10, length 46
21,100, length 46
L1600, length 46

:ﬁ{/,IZ/O.H/‘I 1H I[P 192.168.1.4 > 172.21.100.139: ICHP echo request, | 512, =eq 1, length 64

:2?:/0,8?1290 IP 172.21.100.139 > 192_168.1.4: ICHNP echo re
876180 IP 192.168.1.4.6099% > 172.21.100.139 . .sunrpc:
-ptlona [nss 1460,sack0K,TS val 2761366311 ccr O,nop,uscale 5
14:32:20.876238 IP 172.21.100.139.sunrpc > 192.160.1.4.609%6:
J5, win 28960, options [mss 1400,sack0K,TIS val 408939676 ccr
14:32:20.077093 IF 192.160.1.4.0609% > 172.21.100,139.sunrpc:
D lll)l,l TS val 2761366341 ecr 48089396761,
LA77154 1P 192.168.1.4.6099% > 172, /1 100, 139 . sunerpec
ipLions Inop,nop, TS val 27261366341 ecr 4889396765, lenglh 60
14:32:20 877170 1P 172.21. A39 . sunepe > 192.168.1.4.60699%
p,nop, TS val 488939677 ecr 27613663411, length ©
14:32:20.877833 IP 172.21.100.139 . sunrpc > 192.168.1.4.606996:
options [nop,nop,TS val 488939677 ccr 27613663111, length 32
14:32:20.870647 IP 192.168.1.4.60996 > 172.21.100.139.sunrpc:
pp,nop, TS val 27613606342 ccr 4009396771, length ©
14:32:20.070604 IF 192.160.1.4.009%0 > 172.21.100,139.sunrpc:
ptions [nop.nop.TS val 2761366342 ecr 4809396771, length ©
132:20 8787681 1P 172.21.100 139 . sunrpe > 192.168.1.4.6099%:
pLions [nop,nop, TS val 488939677 ecr 27613663421, length ©
14:32:20 8868147 1P 192.168.1.4.6099% > 172.21.100 139 . sunrpc:
p,nop, TS val 2761366343 ecr 4889396771, length ©
32:21.553720 nNRP, Request uvho-has 172.21.160.180 tell 172
:21.551510 ARP, Request uvho-has 172.21.1060.230 tell 172
:21.551553 ARP, Request vho-has 172.21.100.229 tell 172
121.551557 ARP, Request vho-has 172.21.100.177 tell 172
J2:22.547715 ARP, Request vho-has 172.21.100.170 tell 172,
£:23.9534770 ARF, Re st ~has 172.21.100.231 tell 172,

ply, | 151¢ g 1, length 64

Flags [S]1, seq 2907222934, win 14600,
1, length O

Flags [S5.1, seq 719133229, ack 2907222
2701366341 ,nop ,uscale 61, length O
Flags [.], ack 1, win 457, options [no
Flags [P.]), seq 1:61, ack 1, uwin 457,
Flags [.], ack 61, win 453, options In
Flags [P.1, seq 1:33, ack 61, win 4153,
Flags [.1, ack 33, win 457, options In
Flags [F.], seq 61, ack 33, win 457, o
Flags [F.), seq 33, ack 62, win 453, o

Flags [.], ack 34, win 457, options In

.21.160.10, length 4
.21.160.10, length -
.21.100.10, length -
.21.100.10, length “

£1.100.10, length
21.100.10, length
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Project Emulation Environment (5/10)

guest@PsecIMT: ~ 144x42
-f /tmp/proactiveRiskProfileDaemon. log

2016-12-09 14:03:49.821233 - PRP-Daemon: fFile w added to the Folder containing the Proactive Risk Profiles

2016
2016

-12-09 14:03
-12-09 14:03:

>> L0ad1lng neede

r/P
air/P
'P
/P

> Adding to ROR

The

Name
PEP2
PEP2
PEP2
PEP2
PEP2
PEP2
PEP2
PEP2
PEP2
PEP2
PEP2
PEP2
PEP2
PEP2
PEP2
PEP2
PEP2

following PEP

SRVMSCADA
WEBSCADA
SRVXSCADA
FEXSCADA
FTPSRV
HMISCADA
NTPSRV
VRTX
HMIREMOTE
USERPC
GWMSCADA
GWXSCADA
FWDR
FWCEDET
MGMSRV
RTUSCADA
FEMSCADA
VGROUTER

>> Compare Likel

Attack Sc

:51.267274 - PRP-Daemon: ---> P ing » new Proactive Risk Profile to Security Policy Instantiation

51.267301 - PRP-Daemon:
d files!

ANOPTESEC/Jail/InputData/MissionGraph/MissionGraph 12 08 2016 04 54 47.json " is a valid JSON File
ANOPTESEC/Jail/InputData/AttackGraph/AttackGraph 12 08 2016 04 54 47.json " is a valid JSON File
ANOPTESEC/Jail/InputData/AbstractDefaultSecurityPoli ADSP-Minimal 2016-12-09 -02-10-508384.json " is a valid JSON File
ANOPTESEC/Jail/InputData/AuthorizedMitigationActionList/EmulationEnvironmentAuthorizedMA V3.json " is a valid JSON File

I all the PEP in the Network Inventory for the current snapshot: 12/08/2016 04:54:47

values were assigned:

Type Assigned to Organization |AEV

SRVMSCADA AceaSim Env 710000.
WEBSCADA AceaSim Env 45000.
SRVXSCADA AceaSim Env 710000.
FEXSCADA AceaSim Env 1520@@0.
FTPSRV AceaSim Env 3000.
HMISCADA AceaSim Env 80000.
NTPSRV AceaSim Env 2000.
VRTX AceaSim Env 206796.
HMIREMOTE AceaSim Env 0.
USERPC AceaSim Env 1000.
GWMSCADA AceaSim Env 410532.
GWXSCADA AceaSim Env 615800.
FWDR AceaSim Env 105000.
FWCEDET AceaSim_Env 105000.
MGMSRV AceaSim Env 4.
RTUSCADA AceaSim v 2445663.
FEMSCADA AceaSim v 660000.
VGROUTER AceaSim v 27375.

ihood Values of Detrimental Events in Proactive Risk Profile again Attack Scenario Threshold Val

enario 'ASO1HV' evaluation



Project Emulation Environment (6/10)

> Compare Likelihood Values of

Detrimental

Attack Scenario 'ASO1HV' evaluation
DE DE-BP-M-D likelihood: 1.
> DE Likelihood greater than
> Collecting attack path IDs
]S DE-BP-M-C likelihood: 0.
> DE Likelihood greater than
> Collecting attack path IDs
DE DE-BP-H-C likelihood: 0.
> DE Likelihood greater than

> Collecting attack path IDs related to DE
DE DE-BP-H-D likelihood: 1.
> DE Likelihood greater than
> Collecting attack path IDs related

> Create Concrete Attack Vector for Threat

1'EntryPoint=VGROUTER; Targetl=WEBSCADA;

0 Attack Scenario ASO1HV
Attack Scenario ASO1HV
related to DE DE-BP-M-D
415 Attack Scenario
Attack Scenario ASO1HV
related to DE DE-BP-M-C
415 Attack Scenario
Attack Scenario ASO1HV threshold
DE-BP-H-C

0 Attack Scenario
Attack Scenario ASO1HV threshold
to DE DE-BP-H-D

ASO1HV
\nTarget2=FTPSRV; s
here is no Entry Point in the Mission Graph that matches the Attac

guest@PsecIMT: ~ 157x42

threshold: 0.26
threshold

ASO1HV threshold: 0.26
threshold

ASO1HV threshold: 0.26

ASO1HV threshold: 0.26

with Attack V
Busines

ector:
Device=FEXSCADA, SRVXSCADA
k Vector Entry Point!!!

> From the information in Network Inventory the Concrete Attack Vector obtained is:

> Based on the information from Mission Graph the nodes in the Attack Vector for threat

e': [1,
1': [u'c9fad086-d979-4794-9bbe-cd0478040856
2 88-4b20-ac28-61lead2b37da3

d9
[u'ed70baab-5d
u'94d37c8d-bc68-47bf-ad60-7524a77e1464
u'718bc323-9d78-4ada-9629-8176f42a9703
d3480ddc-feda-4b94-9dc5-5cf94e658291
u'b54b235d-116a-49b4-9052-353a0d15caad’
u'04falbd7-clac-4954-8a64-464f774ec99c
u'a2ld2a42-0d63-4c78-a373-d45c7bc74cd3
‘ntry Points:
No nodes found!!
arget 1:
c9fad086-
arget 2:
e470baab-5d88-4b20-ac28-61ead2b37da3

94d37c8d-bc68-47bf-ad60-7524a77e1464 <-
718bc323-9d78-4ada-9629-817642a9703 <--

Jusiness Devices:

d3480ddc-feda-4b94-9dc5-5cf94e658291

04fal6d7-

d979-4794-9bbe-cd0478040856

ASO1HV

-- STWEB

<-- FTPSRVO1

- ARCHIVESRV
dorete

<-- mferp2
b54b235d-116a-49b4-9052-353a0d15caad < xf
clac-4954-8a64-464f774ec99c <--
a21d2a42-0d63-4c78-a373-d45c7bc74cd3 <--

erpl

xuell
xuel2

Events in Proactive Risk Profile against Attack Scenario Threshold Values

are:




Project Emulation Environment (7/10)

a2l1d2a42-0d63-4c78-a373-d45¢c7bc74cd3 <--

The following nodes were seen in paths po'Ft'rQ to Business Devices:
f2cb3cf5-ac2b-4221-8fab-jhyyd65f663a <-- Y-T161
c62e5ad7-6bcd4-41db-bla2-2b7f8cd591ee Y-T115-MV3
d8ade25a-d3ba-407e-9848-c /-¥11i-
15cb5fce-2f67-451c-80d0-f3 -T116-M\
b992e600-0de2-496c-kkkO-s qu“pl
DDO;:a:e—@fbb—db:f—baji—UJLJCblrb- <-- TTY-T11l6-MV

81629efd-9¢91-464d-b56f-29db612e72d4 <-- TTY-T116-MV33 I
19b2bble-9f23-4fe8-902e- < KALI

eddabd9 f-4162-93af-ef fegprs3
75ccelle 4529-a986-452f6dd TTY-T115-MV28

e470baab-°¢
b54b235d-

3-4b20-ac28-61ead2b37d
-49b4-9052-353a0d15c ferpl
19b2bble-9f23-4fe8-902e-1ajjdheyy <-- KALI2
53a4d7de- -4f09-a8da-1c60cObb87fc <-- fegprsl
718bc323-9d78-4ada-9629-8176f42a9703 <-- dorete
e06496d2-6120-4c9d-a310-cd93e9305b48 <-- LANGUARD
94d37c8d-bc68-47bf-adb0-7524a77e1464 <-- ARCHIVESRV
ICOleJu-fZCU~41 f-824a-806637443964 <-- TTY-T11l6-MV
876hhez g-4897-665g-jjhsfaqzs665 <-- xferp2
d3480ddc-feda-4b94-9dc5-5cf94e658291 <-- mferp2
c9fad4086-d979-4794-9bbe-cd0478040856 <-- STWEB
469fda55-ab61-484f-9454-hhdqazs77 <-- VR-T2
11219477-723e-45d5-b4b2-9fdc730bb8c5 <-- TTY-T116-MV31

TPSRVO1

w
w

The PEP Type of the nodes that were seen in paths pointing to Business Devices are:
FEXSCADA, VRTX, GWMSCADA, FTPSRV,WEBSCADA ,MGMSRV , RTUSCADA

follo is the list of for threat: ASO1HV

wing Mitigation Actions instantiated




Project Emulation Environment (8/10)

MA ASO1HV
MA ASO1HV
MA ASO1HV
MA ASO1HV
MA ASO1HV
MA ASO1HV
MA ASO1HV
MA ASO1HV
MA ASO1HV
MA ASO1HV
MA ASO1HV
MA ASO1HV
MA ASO1HV
MA ASO1HV
MA ASO1HV
MA ASO1HV

Wvarning:

e following is the list of Mitig

FEXSCADA ChangeHardware

FEXSCADA Reboot
FEXSCADA Patc

RTX Reboot
FTPSRV Shutdown
FTPSRV Reboot
FTPSRV Patching

WEBSCADA Shutdown
WEBSCADA Reboot

WEBSCADA Patching
RTUSCADA ChangeHardware

RTUSCADA Shutdown
RTUSCADA Shutdown
RTUSCADA Reboot

RTUSCADA Patching

The following PEPType

GWMSCADA , MGMSRV

>>Concr
> MA

MA

MA

MA

MA

ASO1HV

ASO1HV

ASO1HV

ete Values of Mitigation
RTUSCADA Change

ASO1HV VRTX Reboot will

ASO1HV WEBSCADA Shu

X ChangeHardware

FEXSCADA Reboot will

VRTX ChangeHardware

n Actions instantiated

> Authorized Mi

for: ASO1HV

f2cb3cf5-ac2b-
reboot th

55-ab61-484f-9454-hhdqazs776gv
e nodes:

469fd
shutdown the

guest@PsecIMT: ~ 144x36

t Cut onActionChangeHar
igationActionReboot
tionActionP
igationActionChz
tionActionReboot
tionActionShutdown
tionActionReboot
ationActionPatchi
tionActionShutdown
ationActionReboot
igationActionPatching
igationActionChangeHar
igationActionShutdo
igationActi ur)r‘tCU\r
igationActionRe
igati DFH;Y-D!PQT,P-

noaes:

- =

c9fad086-d979-4794-9

PEP

FEXSCADA
FEXSCADA
FEXSCADA

VRTX
VRTX

FTPSRV

FTPSRV

FTPSRV

WEBSCADA
WEBSCADA
WEBSCADA
RTUSCADA
RTUSCADA
RTUSCADA
RTUSCADA
RTUSCADA

re-defined:

940658291 <--

-ab61-484f-9454-hhdqazs776gv <--

e-cd0478040856 <--

506.329113924
5.06329113924
113.924050633

7.5949367

759. lUdb
56.96202
3 '“'IboJ:llJ
379.746835443

5696.20253165
.430379747
.430379747
56.9620 165
5696.20253165




Project Emulation Environment (9/10)

guest@PsecIMT: ~ 157x42

>>Concrete Values of Mitigation Actions for: ASO1HV
> MA_ASO1HV_RTUSCADA ChangeHardware
f2cb3cf5-ac2b-4221-8fab-jhyyd65f663a <-- TTY-T161
> MA_ASO1HV FEXSCADA Reboot will reboot the nodes:
b54b235d-116a-49b4-9052-353a0d15caad <-- xferpl
d3480ddc-feda-4b94-9dc5-5cf94e658291 <-- mferp2
> MA_ASO1HV_VRTX ChangeHardware
469fda55-ab61-484f-9454-hhdqazs776gv <-- VR-T2
--> MA _ASO1HV VRTX Reboot will reboot the nodes:
469fda55-ab61-484f-9454-hhdqazs776gv <-- VR-T2
> MA ASO1HV WEBSCADA Shutdown will shutdown the nodes:
c9fad086-d979-4794-9bbe-cd0478040856 <-- STWEB
> MA ASO1HV FTPSRV Patching will patch the nodes:
718bc323-9d78-4ada-9629-8176f42a9703 <-- dorete, against CVE:CVE-2008-4250
718bc323-9d78-4ada-9629-8176f42a9703 <-- dorete, against CVE:CVE-2006-3439
e470baab-5d88-4b20-ac28-61ead2b37da3 <-- FTPSRVO1l, against CVE:CVE-2004-2687
94d37c8d-bc68-47bf-adb0-7524a77e1464 <-- ARCHIVESRV, against LUL:LUL-ZO@E-Z&S/
e470baab-- -4b20-ac28-61lead2b37da3 <-- FTPSRVO1l, against CVE:CVE-2010-2075
94d37c8d-bc68-47bf-adb0-7524a77e1464 <-- ARCHIVESRV, against CVE:CVE-2010-2075
> MA ASO1HV RTUSCADA Shutdown will shutdown the nodes:
c62e5ad7-6bc4-41db-bla2-2b7f8cd591ee <-- TTY-T115-MV30
d8ade25a-d3ba-407e-9848-cbcecbbcb87c <-- TTY-T115-MV29
15cb5fce-2f67-451c-80d0-f3029%9aadb8cl <-- TTY-T116-MV34
ee@7cace-9f56-4bcf-b835-a9d3db4f68c5 <-- TTY-T116-MV32
81629efd-9c91-464d-b56f-29db612e72d4 <-- TTY-T116-MV33
75ccelle-dc05-4529-a986-452f6ddbc9ba <-- TTY-T115-MV28
4d0b343a-f2e0-445f-824a-806637443964 <-- TTY-T116-MV35
11219477-723e-45d5-b4b2-9fdc730bb8c5 <-- TTY-T116-MV31

> MA_ASO1HV WEBSCADA Patching will patch the nodes:

c9fad4086-d979-4794-9bbe-cd0478040856 <-- STWEB, against CVE:CVE-2008-4250
c9fad4086-d979-4794-9bbe-cd0478040856 <-- STWEB, against CVE:CVE-2006-3439

--> MA_ASO1HV RTUSCADA Patching will patch the nodes:
c62e5ad7-6bcd4-41db-bla2-2b7f8cd591ee <-- TTY-T115-MV30, against CVE:CVE-2004-0185
d8ade25a-d3ba-407e-9848-cbcecbbcbB87c <-- TTY-T115-MV29, against CVE:CVE-2004-0185
15cb5fce-2f67-451c-80d0-f302%aadb8cl <-- TTY-T116-MV34, against CVE:CVE-2004-0185
eef@7cace-9f56-4bcf-b835-a9d3db4f68c5 <-- TTY-T116-MV32, against CVE:CVE-2004-0185
81629efd-9c91-464d-b56f-29db612e72d4 <-- TTY-T116-MV33, against CVE:CVE-2004-0185
75ccelle-dc05-4529-a986-452f6ddbc9ba <-- TTY-T115-MV28, against CVE:CVE-2004-0185
4d0b343a-f2e0-445f-824a-806637443964 <-- TTY-T116-MV35, against CVE:CVE-2004-0185
11219477-723e-45d5-b4b2-9fdc730bb8c5 <-- TTY-T116-MV31l, against CVE:CVE-2004-0185
c62e5ad7-6bc4-41db-bla2-2b7f8cd591ee <-- TTY-T115-MV30, against CVE:CVE-2003-1327
d8ade25a-d3ba-407e-9848-cbcecbbcb87c <-- TTY-T115-MV29, against CVE:CVE-2003-1327



Project Emulation Environment (10/10)

guest@PsecIMT: ~ 144x41
Checking Parameters Given
Performing RORI evaluation for:
ASO1HV' incident at the organization: 'AceaSim_Env

Individual Results
NAME EQUIPMENT ID|RISK MITIGATION|RORI

ASO1HV_WEBSCADA Shutdown|MA_ASO1HV WEBSCADA Shutdown WEBSCADA 0.0057| 1.52942
ASO1HV_WEBSCADA Reboot|MA ASO1HV WEBSCADA Reboot WEBSCADA 0.0004|0.106079
ASO1HV_WEBSCADA Patching|MA ASO1HV WEBSCADA Patching WEBSCADA 0.0380|10.160842
ASO1HV_FEXSCADA ChangeHardware|MA_ASO1HV FEXSCADA ChangeHardware FEXSCADA 0.2025|47.832309
ASO1HV_FEXSCADA Reboot|MA ASO1HV_FEXSCADA Reboot FEXSCADA 0.0020]/0.510124
ASO1HV_FEXSCADA Patching|MA_ASO1HV FEXSCADA Patching FEXSCADA 0.2025]54.258792
ASO1HV_RTUSCADA ChangeHardware|MA ASO1HV_RTUSCADA ChangeHardware RTUSCADA 0.5696|152.224635
ASO1HV_RTUSCADA Reboot|MA ASO1HV_RTUSCADA Reboot RTUSCADA 0.0057| 1.52942
ASO1HV_FTPSRV_Shutdown|MA_ ASO1HV_FTPSRV_Shutdown FTPSRV 0.0114|3.060182
ASO1HV_FTPSRV_Reboot|MA ASO1HV_FTPSRV_Reboot FTPSRV 0.0008|0.213501
ASO1HV_FTPSRV_Patching|MA_ASO1HV_FTPSRV_Patching FTPSRV 0.0759|20.335106
ASO1HV_RTUSCADA Shutdown|MA_ASO1HV RTUSCADA Shutdown RTUSCADA 0.0854]22.933236
ASO1HV_VRTX ChangeHardware|MA_ASO1HV_ VRTX_ ChangeHardware VRTX 0.0506|13.065779
ASO1HV_VRTX Reboot|MA_ASO1HV VRTX Reboot VRTX 0.0005]|0.107395
ASO1HV_RTUSCADA Patching|MA ASO1HV_RTUSCADA Patching RTUSCADA 0.5696|152.868995 <-- Best RORI index

ed combination criteria is
idual RORI average is:',rori avg
> following Mitigation Actions are over such
MA ASO1HV FEXSCADA ChangeHardware - - MA_ASO1HV_ RTUSCADA ChangeHardware - MA ASO1HV_ RTUSCADA Patching

Combined Re

Mitigation Actions RM RORI Index
[MA_ASO1HV_RTUSCADA Patching

MA ASO1HV FEXSCADA Patching]|0.6708 179.8242 <-- Best RORI index
[MA_ASO1HV FEXSCADA Patching

MA ASO1HV RTUSCADA ChangeHardware]|0.6708 179.1118

[MA ASO1HV RTUSCADA Patching

MA ASO1HV FEXSCADA ChangeHardware .6708 168.1711
[MA_ASO1HV_FEXSCADA ChangeHardware

MA ASO1HV RTUSCADA ChangeHardwa

r/PANOPTESEC/RPGenerator/ResponsePlans/12-08-2016 04-54-47/AS01HVO1HV FTPSRV Shutdown will shutdown the nodes:




Evolution

* Protect, as well, from threats that are affecting physical
sensors and actuators

- In other words ...

+

Physical
application

ngineerin < s 2
ation S T
Process LAN /
[} 2

Internet |

_) : ileservices
Curtesy: Compass Security Germany GmbH

Source: Hacking Chemical Plants for Competition and Extortion, Krotofil and Larsen, DefCon23, 2015. ,,



Physical Elements T

SYSTEMS | 1

(backend and DB servers)

e Probes/Sensors: monitoring devices in to retrieve MTUs/ —
measurements related to specific physical phenomena HMIs r‘

o Effectors/Actuators: control devices, in charge of (operator workstations)
managing some external devices

RTUs/ ‘
PLCs  [[R G
* iyt

(convertors, modems, antennae)

[/O Channels

SENSORS
- FLOWMETERS. TEMPMETERS
- PRESSURE TRANSDUCERS
- LEVEL TRANSMITTERS

ACTUATORS

- CONTROL VALVES
- ON/OFF VALVES

- HEATERS

- SPEED DRIVES




Physical Elements

Middleware based on:
e Remote Terminal Units
* Programmable Logic Controllers

to control a myriad (thousand to million) of devices
monitoring/controlling end-points, often deployed far
away (hundreds to thousands of km) from the backend

IT A
SYSTEMS

(backend and DB servers)

MTUSs/
HMIs —‘:‘

|

RTUs/ .
PLCs [fflA5
i

(convertors, modems, antennae)

[/O Channels

SENSORS
- FLOWMETERS. TEMPMETERS
- PRESSURE TRANSDUCERS
- LEVEL TRANSMITTERS

ACTUATORS
- CONTROL VALVES
- ON/OFF VALVES
- HEATERS
- SPEED DRIVES




Outline

 Cyber-Physical Systems
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Fundamental Questions ...

* What are Cyber-Physical Systems (CPSs)?

e Are CPSs new?

* How CPS security differs from traditional IT security?

25



What are CPSs?

* Systems that monitor behavior of physical processes and take actions to
correct those behaviors

... but also

Another definition

“Systems with integrated computational and physical capabilities that
can interact with humans through many new modalities”

26



Are CPSs new?

Short answer: No, they are not*

The Kommandogerat 40 (Anti-aircraft gun - World War |l)

m Integration of mechanics, electronics, communication
m Human(s) in the loop (required at least five humans to operate)

* Cyber—Physical Systems: A Perspective at the Centennial. Kim and Kumar. Proceedings of the IEEE,
Vol. 100, pages 1287-1308, May 2012.
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The key ingredient in a CPS: Control

* Control means making a (dynamical) system to work as required

* Feedback is used to compute a corrective control action based on the distance
between a reference signal and the system output

Reference _ Error
{0 Controller Actuator System

Measured system output
y P Sensors

* Examples: dynamically follow a trajectory (robotics), regulate a temperature,
regulate the sending rate of a TCP sender (TCP cong. control), controlling a
pendulum in its unstable equilibrium,etc.



Networked Control System

 From a methodological standpoint, we can model a CPS using a Networked-
Control System (NCS)

NCS definition

Control system whose control loops are connected through a
communication network

4 h f\ ( )
Ref n Controller Actuator System

& Network)
Sensors

L I




Traditional Issues Studied in the NCS Literature

e Security?

- Since the stuxnet incident, the control community seems to be heavily
working as well on security issues of CPSs

30



CPS Vulnerabilities

e Traditional Security Issues at the Cyber layer
Unencrypted communications

Controller settings manually configured (remotely or in person)
Default usernames and passwords

e Attack Surface

Physical & control (Physical-layer)
Communication & network (Cyber-layer)

Supervisory & management (Human-layer)

e Attack Vectors

- Data (Control & Measurements/ Actuators & Sensors)
- Estimations & Orders (Controller & HMIs)

31



Putting all Together ...

|—) System —l
> Network
It Controller (J
Information and Communications Networked Control System (NCS)

Technologies (ICT)

& -
=
=

&
—
@

&

N
=

Management Systems

Programmable Automata Sensors & Actuators
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Sample Attacks®

(Dynamics of the System)

o '\Savesdropping

I
I
I
]
|
I
I
I
I
ttack . Disclosure resources
L
1
1
1
1
1
|
1
1

(Integrity, Availability)

* A secure control framework for resource-limited adversaries. Texeira et al., Automatica, 51(1):135-148,2015. 33



Replay Attack

Network
e M /\ e
Ref H— Controller Actuator System
Attacker
Sensors
- J \‘/J \_

m Step 1: Sensors output is recorded
m Step 2: Recorded sensors output is replayed and sent to the

controller

m Step 3: A control signal is sent to disrupt system functionalities
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Sample Attacks®

(Dynamics of the System)

|
i
|
|
i _ - "00
1 PR ec’(,\
1 _” ; \03
® o7\2
: @("‘G\L :
! ° '\gavesdropplng
1
1 ,()x,‘b»c’\g A Pa >
6 ‘3' - - - - -
o » -
1
\Y -

Replay attack

I
I
]
|
I
I
I
ttack : (Secrecy)
1
1
1
1
1
|
1
1

(Integrity, Availability)

* A secure control framework for resource-limited adversaries. Texeira et al., Automatica, 51(1):135-148,2015. 35



Prevention of CPS Attacks

* A well-designed control system shall resist external disturbances
(failures & attacks),to a certain degree

* Several control-theoretic techniques to prevent cyber-physical
attacks have been proposed in the literature*

* Most of the techniques aim at injecting authentication to the
control signal & discover anomalous measurements

- E.g., use a noisy control authentication signal to detect integrity attacks
on sensor measurements

- In the following, we elaborate further on the aforementioned technique

* A survey on the security of cyber-physical systems. Wu, Sun, and Chen. Control Theory and
Technology, 14(1):2—-10, February 2016.
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Outline

 Feedback Control Verification
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Revisiting a Watermark-based Detection
Scheme to Handle Cyber-Physical Attacks®

Joint work with
Jose Rubio-Hernan & Luca de Cicco

* 1lth International Conference on Availability, Reliability and Security (ARES 2016), August 2016.
(Best Paper Runner-Up Award)



The Mo et al. Approach® a2

System is modeled as follows:

Xt+1 = Axt + But + wy

Yo = Cxt + vt
First Equation Second Equation
| _____________ A r—— - - - - — = |
| Lol |
: Plant Xt Sensors :yt
| [
| N T l
[ . .
| Wf_T ______ LVl m x; is the state vector in R"
|
: I m U € RP is the control action
' Network .
E | m y; system output vector in R™
| |
| Ut |
J E—— Controller

* Physical Authentication of Control Systems. Mo, Weerakkody and Sinopoli. IEEE Control Systems, Vol.

35, pages 93-109, 2015. 2



The Mo et al. Approach® (22

m The control signal input of the plant is:
Ur = Us + Auy
m Au € RP are p Gaussian stationary processes independent from the
noises
m A detector is used at the controller that computes alarms based on
Kalman filter residues

t

gt = Z (vi — Cj\(i|i—1)TP_1(}/i — CXjji—1) (1)

i=t—w4+1

m In normal operation (no attack) g; is small

* Physical Authentication of Control Systems. Mo, Weerakkody and Sinopoli. IEEE Control Systems, Vol.

35, pages 93-109, 2015. 40



Simulating the Approach in Matlab/Simulink

® 00 Model of the System

~ 8B LRY ABRB B » @B RRLY ABRB B

plant output

Adversary 1

FReal System w_plant

o E}

El 3

ESE

H H

3 = =
E

-4 =

tl ¥

Apdversary 2

LQG controller

—
2
<

:
Z
2258°
g

Chi-square
odel
Detector ¢y

System




Validating the Approach in Matlab/Simulink

A replay attack is started at time t = 700s

Controller

1000

1000 T
Boommmmj

eoommmmj

Value of states

Value of states

0 100 200 300 400 500 600 700 800 900 1000 0 100 200 300 400 _500 600 700 800 900 1000
Time(s) Time(s)

x2 Detector
V00 ————— T T T T T L.
—g, T L R
1500{{ — Threshold|--

m The attacker disrupt system
dynamics (the controller does
not perceive it)

m The attack is detected

500

0 100 200 300 400 500 600 700 800 900 1000
Time(s)
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Uncovered Issues

m Via simulation, we can show that a cyber-physical adversary is able
to escape the detector

Cyber-physical Adversary

An attacker that is able to eavesdrop the messages containing the output
of the controller with the intention of improving its knowledge about the

system model

m Such attacker can leverage system identification tools to gather the
system model and extract the watermark Au; from ur = uf + Auy

m The extracted watermark can be used to authenticate messages to
disrupt system dynamics
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An Implementation of our Proposed Attack

m The attacker eavesdrops u; and y;

m A Least Mean Square (LMS) filter is used to get an input-output
model W from u; to y;

m By doing so the watermark Avu; is obtained
m An arbitrary u; can be sent to the system
m We can extract y;* from y; and record it

m We fake the controller by authenticating y;* with the acquired
watermark
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Validating the Attack in Matlab/Simulink

A cyber-physical attack is started at time t = 700s

Controller

1000
(510]0]| SE—

400 PR

Value of states

|~
0=
0 100 200 300 400_500 600 700 800 900 1000
Time(s)

x2 Detector

2000

_gt i i i :

500

% 100 200 300 400 500 600 700 800 900 1000

Time(s)

1000—
PP U NSO MU R N SO M SNV S S

Value of states

200 .A...AA...!A..AA....“..:A........A..A:A.AA..“...“:..W.......A:A..“A..A.“.:m..“..m..;;l (Y WPy S

F

0

o I

100 200 300 400_500 600 700 800 900 1000
Time(s)

m The attacker disrupt system
dynamics (the controller does

not perceive it)
m The attack is not detected
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Detection Ratio

To quantify the detector performance we use the Detection Ratio (DR)
index:

ZTO"rTa
t= TO I_

Ta

DR = e [0, 1] (2)

m In words: amount of time an attack is detected (g; > ~) divided by
the attack duration T,

m DR = 0 if the attack is never detected, DR = 1 if it is always
detected
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Comparing Cyber and Cyber-Physical Adversary DR

0.9r

0.8

0.7

0.6

CDF

0.4r

0.3

0.2

0.1

0.5

-

—— Cyber-Physical Adversary

4
-=-=- Cyber Adversary .r |
f

0.1 02

0.3

0.4 0.5 0.6 0.7 0.8 0.9
Detection Ratio

500 simulations

Cyber adversary:
DR average = 0.9

Cyber-physical
adversary:
DR average = 0.2

sufficiently robust against cyber-physical adversaries

The Watermark-Detector protection scheme by Mo et. al is not J
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Revisiting the Mo et al. Approach

Towards a multi-watermark cheme

Switch among N watermarks to increase the Detection Ratio

Aur = AuET) (3)

where Au withieZ =0,..., N — 1 is the i-th of the N watermarks, T
is the per|0d|C|ty and T is the swr[chlng period

We moved from a static watermark mechanism to an adaptive
watermark mechanism
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Three Watermarks, period T=20s

A Cyber-physical adversary which starts the attack at time t = 700s

Plant

Controller 250

Value of states
Value of states

K ; ; i ; ; : ; : 0
0 100 200 300 400_500 600 700 800 900 1000 0
Time(s)

i i i i i i i i
100 200 300 400 500 600 700 800 900 1000
Time(s)

m The attacker disrupt system
: dynamics (the controller does
ol Etvesno not perceive it)

o 60— ﬂuﬁv rﬂ m The attack is detected after a

Detector
120 . . .

while

S T N N N N U N N m Slightly larger oscillations in
0 100 200 300 400Ti§10e(2s)600 700 800 900 1000 State dynam|CS due '[O the new
watermark
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Three Watermarks, period T=7s

A Cyber-physical adversary which starts the attack at time t = 700s

Plant

Controller 250

-h

(42}

(=)
T

Value of states
=)
e

Value of states

o
(=]
T

: o - AP Ao A ey
s w- ar s MAS Y

0 100 200 300 400_500 600 700 800 900 1000 100 200 300 400 500 600 700 800 900 1000
Time(s) Time(s)

A,

OO

m The attacker disrupt system
Detedtor dynamics (the controller does

120

J\ A m The attack is detected very
[ quickly (DR higher wrt the
previous case)
0 1(i)o 2(i)o 3(3)0 4(5)0 _5(i>o eé)o 700 800 900 1000 u High frequency oscillations in
Time(s) .
state dynamics due to the new
watermark
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Detection Ration vs. Switching Frequency (CDF)

1 T T T T
Mo et. al + CP Adv.

\L

0.9

0.8

0.7
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MultiWat + CP Adv.
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0.6
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+ CP Adv.
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Detection Ratio



Back to the Suggested Methodology

e Malware moving from IT Systems pening
to Operational Systems ard

Cﬁmputer worm ‘designed to blo

w up nuclear

. . t nS stations has been
 Wrong configurations, lack of E?°"ff fta ‘S g
encryption, legacy (vulnerable)
systems, third party access,
. lCTe SECURITY se Proposed Methodology
; §“’““"ﬁ e Foster new theoretical models,
EEad 3 Efog
= numpﬁrm., ...... i 12 e simulate/emulate case scenarios,
"‘"““mnmEVBEII ............ == . .
mgﬂuﬂmﬁ, g ¢ & validateresults using some
£ " i ey 22 WHOLE pot €43 =
““““““““ testbeds.
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Preparing the Testbeds

WAGO 1/O system 750-842 750-402
750-404 750-559 -750-600

From China

(.(\ Top-rated seller

$400.00

Buy It Now

Free shipping

http://;.mp/1vGPIVp

Siemens S7 300 PLC Trainer, 8
inputs 8 outputs USB/MPI

Learn how to program Siemens PLC's,
NO Software

\.,(‘ Top-rated seller

$499.99

Buy It Now

http://1.mp/1qVilsG

LEGO Mindstorms EV3 Intelligent Brick # 95646c01
Brand New

Top Rated

$159.98
Buy It Now

& 36 Watchers

http://j.mp/11IEAXDP
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Sample Testbeds
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estbed (ongoing) Results

Replay Attack - No Watermark

Replay Attack - Stationary Watermark

20

0 40 42 44 46 48 50

Time Seconds (s)

60

40

20

Threshold

65

Time Seconds (s)

e == GTotall == GTotal
Threshold
140 +—Attack Start
50
120
40
1
© &
< B
5% B
s 5
&
G +Attack Start o]
20
10
0 50 52 54 56 58 60 62 64 60 65 70 75 80 85
Time Seconds (s) Time Seconds (s)
. . Non-parametric Attack - Non-stationary Watermark
Non-parametric Attack - Stationary Watermark P v
o 180 — GTotal
== GTotal
160
60
+—Attack Start 140
50
120
£ w0 £
5 ]
s £ 100
- ]
S Threshold g s
o
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Testbed (ongoing) Results

60

50 \
v
s

60
Time Second

Parametric Attack - Stationary Watermark

5
°
0 30
20
10 /\/\}
0 50 55 65 70 75
s (s)

Parametric Attack - Non-stationary Watermark

U a,
-

Time Seconds (s)

Replay Attack f&?ﬂﬁ)ﬂ?ﬂg&ﬁgﬁg Parametric Attack
True Positives 35.94% 14.80% 11.37%
False Negatives 64.06% 85.20% 88.63%
False Positives 0.98% 1.66% 1.35%

56



Outline

* Summary & Perspectives
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Summary

e Challenging, multidisciplinary topic

Dynamic (networked-control) systems & analysis of large datasets

e Risk Assessment

Traditional IT-based methods may still be applicable
However, they cannot solve the problem completely
- Fundamental differences between IT systems & CPSs

 Modeling, from a control-theoretic perspective,1s a must

Pay attention to adversary strategies from the attacker’s angle

Assume attackers with knowledge about information systems &
physical systems at the same time

Testbeds for the evaluation of emerging theories, methods & techniques
Use practical & real-time environments
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Thank You. Questions?
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