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Abstract

Given the central role of modern digital technologies, it is crucial that digital infrastructures and information systems be resilient.
Unfortunately, communication networks and interconnected IT systems are not always secure nor reliable. They are susceptible
to design and implementation flaws, which make them vulnerable to attacks. This briefing paper aims to examine the root causes
of this problem and how we could address them. We start by exploring some practical scenarios that demonstrate failures in
the construction of secure networks and distributed systems. We then explore technical and non-technical challenges as potential
root causes of these failures and conclude with a call to action to address the issues. We find that several stakeholder groups —
particularly researchers, developers, decision-makers, and policy-makers — must take action to ensure that networks and distributed

systems become more secure and resilient in the future.
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1. Introduction

Communication networks and distributed software applica-
tions have transformed our society. Activities such as reading
and writing e-mails, collecting information from the web, con-
necting with friends via social media, performing online finan-
cial transactions, video streaming, and online shopping would
not be possible without the ubiquitous connectivity to which we
have become accustomed. As a result, our societies are becom-
ing increasingly dependent on this connectivity. Unfortunately,
the increasing complexity and size of today’s networks and dis-
tributed systems make them more error-prone [1]. They also
become increasingly attractive targets for adversarial actors [2].
There is an ongoing arms race between those who try to secure
networks and distributed systems and those who try to attack
them [3].

There is a large amount of literature on the security of com-
puter networks and distributed systems, including vulnerabili-
ties, attacks, and defense techniques. For example, recent litera-
ture reviews have focused on cybersecurity in specific domains,
such as cyber-physical systems [4] and smart grids [5], or secu-
rity using certain technologies, such as malware classification
[6] and deep reinforcement learning [7].

Despite all previous efforts, the security of computer net-
works and distributed systems is still problematic. Apparently,
there are fundamental, recurring problems. This paper focuses
on those fundamental problems. Some of these problems may
be well known or intuitively clear. Yet, we need to investigate
and address them to be able to build more secure networks and
distributed systems.
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This briefing paper aims to reflect on the security of networks
and distributed systems. We want to understand to what extent
such systems can reliably support societal goals. We also aim
to identify the root causes of cybersecurity challenges and the
fundamental issues of network and distributed system security.

This paper makes two key contributions. First, we identify
a set of technical and non-technical challenges that fundamen-
tally impact the security of networks and distributed systems.
Second, we describe what different stakeholder groups need to
do to address the identified challenges.

To this end, in Section 2 we first examine some example
scenarios in which security is flawed. We then analyze the
challenges that lead to these and other security failures in Sec-
tion 3. Despite the many promising security solutions proposed
so far, these challenges persist because they are linked to intrin-
sic trade-offs between conflicting goals. In Section 4 we close
this briefing paper with a call to action, outlining the responsi-
bilities of various stakeholders to enable more secure networks
and distributed systems in the future.

2. Sample scenarios

In this section, we sketch some practical scenarios to show
how developers and researchers have failed so far in building
secure communication networks and distributed applications.
The insecurity of these networks and distributed systems can
be explained by different reasons. Some were designed with
a focus on functionality and ease of use, rather than security.
Others suffer from a high complexity, creating a large attack
surface with new threats emerging regularly. Some also suffer
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from misaligned incentives, with vendors and service providers
prioritizing profit over security. All in all, important security
objectives are clearly not met in each of the scenarios. The ex-
amples also illustrate that security requirements are quite com-
plex, making it necessary to consider many technical and non-
technical aspects in the design of secure systems. These scenar-
ios will be used to drive the analysis of subsequent sections.

2.1. Scenario 1: availability of Internet routing services

The Border Gateway Protocol (BGP) is the de facto routing
standard of the Internet, enabling large networks, called Au-
tonomous Systems (ASes), to exchange routing information.
When it was designed in the early days of the Internet, secu-
rity was not considered in its design. This reflects a broader
problem in the early days of the Internet, where functional-
ity and convenience were prioritized over security. As a re-
sult, the protocol is a constant cause of security problems as
it enables Denial-of-Service (DoS) attacks as well as to hijack
and redirect traffic destined for other networks [8]. In the last
years, BGP attacks caused outages of major web services, e.g.,
YouTube, Facebook, or Spotify, and were used to redirect and
eavesdrop on sensitive communication [9].

2.2. Scenario 2: encryption of network traffic and privacy loss

The rise of ubiquitous traffic encryption is essential for pro-
tecting data confidentiality and integrity. This protection can be
realized by a wide range of network security protocols that can
operate at different layers of the Internet model. On the network
layer, protocols like IPsec or WireGuard are available. As trans-
port layer protocols, TLS and QUIC can be used. On the appli-
cation layer, application-specific protocols like PGP (email en-
cryption) or the signal protocol (instant messaging) can protect
the data end-to-end!. However, such security protocols regu-
larly expose vulnerabilities. For example, TLS as the most im-
portant protocol for web security, already experienced plenty of
inherent protocol vulnerabilities and implementation bugs [10].
As TLS and the libraries implementing it, e.g., OpenSSL, are
used in a plethora of applications, such vulnerabilities can be
devastating and can put the whole Internet ecosystem at risk.

The end-to-end encryption principle assumes that all indi-
viduals may use encryption to protect their privacy, without in-
terference or backdoors from third parties, e.g., criminals or
law enforcement agencies. End-to-end encryption ensures that
only the sender and the intended recipient can access the plain-
text data, making it a crucial component of online security and
privacy. However, solutions and protocols for end-to-end en-
cryption remain vulnerable to various security threats, includ-
ing implementation vulnerabilities, inappropriate key manage-
ment, side-channel attacks, and bad protocol design in general.

Similar issues also apply to other privacy-enhancing tech-
nologies. An example from the business world is the imple-
mentation of differential privacy by Apple Inc., a concept with

The meaning of “end-to-end” may depend on the layer. E.g., while TLS
protects communication end-to-end between a client and a server, this may not
be enough for application-level end-to-end protection of communication be-
tween clients relayed by a server.

deep academic roots that has attracted attention as a promis-
ing method for collecting user data with formal privacy guaran-
tees [11]. The announcement of Apple about the introduction of
differential privacy mechanisms in their products was initially
welcomed as a step forward. However, academic researchers
and the EFF civil liberties group later questioned Apple’s im-
plementation and the way user behavior was being analyzed
[12]. This type of discrepancy is widespread in network secu-
rity, where security requirements are often confronted by eco-
nomic interests.

2.3. Scenario 3: insecurity of connected cars

While there are already many connected IoT devices, con-
nected cars are especially interesting, combining safety, secu-
rity, and privacy concerns. The way they connect with each
other, with the road infrastructure, and with backend services
promises a wide array of benefits, including improved road
safety, improved efficiency, and improved convenience. Con-
nected cars and the backend infrastructure form a large-scale
distributed system, also including web interfaces. Even if sub-
stantial research in the topic has been conducted [13] and rel-
evant vendors have implemented innovative features, the con-
nected cars ecosystem continues to create security problems, as
demonstrated by the following recent examples:

e Volkswagen Group:” several terabytes of data about elec-
tric cars of the Volkswagen Group (Volkswagen, Seat,
Audi, and Skoda) leaked. The data provided detailed
movement information of about 800,000 cars. In many
cases, the cars could be linked to their owners, revealing
movement patterns of those individuals.

e Kia:? researchers were able to gain access to personal in-
formation of Kia owners, including name, phone number,
email address, and physical address, as well as the car’s
location. In addition, they were able to remotely control
some functions of the victim car, including locking and un-
locking the car and starting and stopping the engine. The
attack was made possible by vulnerabilities in the backend
systems for Kia dealers.

e Subaru:* security experts found a way to remotely start,
stop, lock, unlock, and retrieve the current location of any
connected Subaru vehicle, and retrieve the vehicle’s com-
plete location history from the past year. The attack was
possible using a poorly protected employee portal for ad-
ministration of the backend of Subaru’s in-vehicle info-
tainment system.

2.4. Summary of the scenarios

The described scenarios cover a wide range of security objec-
tives (availability, integrity, confidentiality, privacy), and even
touch upon potential implications on safety. Also, they cover a
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Figure 1: Challenges potentially affecting the construction of secure networks
and distributed systems.

wide range of technologies, from network routing through en-
cryption to web interfaces. Thus, they provide a representative
set of scenarios for our further investigations. What is common
across the three scenarios is that they are all high-stakes ap-
plications, built by experts. Still, they exhibit significant secu-
rity problems, making them particularly suitable for identifying
fundamental security challenges.

In the sequel, we explore the challenges that may explain the
types of security failures in the scenarios presented above.

3. Challenges

The security of networks and distributed systems has been
investigated for several decades. Large amounts of both theo-
retical knowledge and practical experience has been collected
about possible attacks and countermeasures. Researchers have
developed sophisticated methods to enhance security. Despite
all this progress, attackers regularly manage to infiltrate net-
works and compromise distributed systems of all scales. Appar-
ently, we are still not able to ensure the security of our networks
and distributed systems. The mismatch between attacker mod-
els considered during system design and found in practice, as
well as discrepancies between design and implementation of se-
curity solutions, are just a few examples. Some other potential
answers are provided next. We classify them as technical and
non-technical challenges, briefly outlined in Figure 1. Some
of these challenges are specific to the domain of networks and
distributed systems, while others are more general.

3.1. Technical challenges

The design, development, and operation of secure networks
and distributed systems faces many technical challenges. In the

following, we list those challenges that we find especially crit-
ical. Notice that classical security goals like confidentiality, in-
tegrity, and availability [14] are related to all of them. In ad-
dition, since distributed systems increasingly process personal
data, also privacy has become a major goal.

Open and secure systems. Networks and specifically current
network protocols are designed to be open, which also is a rea-
son for their success and widespread deployment. They are
open to new devices, new clients etc., whose technical speci-
fication cannot be fully anticipated. This makes it difficult to
ensure security in all configurations that might arise. Further-
more, distributed applications, e.g., modern web applications
built on top of these networks use open standards and open pro-
tocols as well, thus facing similar security challenges.

The need for open systems that promote interoperability,
transparency, and accessibility often conflicts with security re-
quirements focusing on confidentiality and integrity. Open sys-
tems are by design easily accessible, also by malicious users,
and thus have a bigger threat surface. When designs and specifi-
cations are open, vulnerabilities are visible to everyone, includ-
ing malicious actors [15]. In principle, community resources
can help identify vulnerabilities early on and fix them before
malicious actors could exploit them. However, not every open-
source project receives enough public scrutiny to make this hap-
pen.

Disruptive technologies. Attackers can make use of new tech-
nologies to perform attacks more effectively. Sometimes, dis-
ruptive new technologies render old assumptions behind secu-
rity models obsolete. For example, attackers can now use gen-
erative Al models to bypass authentication methods that were
considered secure in the past [16]. As another example, attack-
ers might be able to use quantum technologies in the future to
break cryptographic procedures that were assumed to be secure
[17]. Defenders may also use the potential of the same dis-
ruptive technologies to increase security, although at the cost
of new security challenges. For instance, both Al models and
quantum technologies that defenders could use are prone to new
security threats, including injection of poisoned data [18] and
malicious entanglement attacks [19], for which no bullet-proof
countermeasures exist.

Security in a changing environment. Many networks and dis-
tributed systems evolve over years, or even decades. Even if a
system is designed to be secure at the time it enters production,
it is difficult to keep it secure in spite of all the changes in its
environment, including changes in hardware, software, security
knowledge, regulations etc., during its life cycle [20]. Some
changes in the environment may be handled with manual up-
dates, while others are so fast that they require an automatic
reaction. Automated reaction to changes also introduces risks,
as shown for example by the 2024 CrowdStrike-related global
IT outages [21] as a collateral damage of enabling automatic
patches due to the fast changes of the CrowdStrike Endpoint
Detection and Response (EDR) tools.



Complex interdependencies. Modern networks and distributed
systems comprise many different components that interact with
each other in non-trivial ways. An allegedly small change in
one component may have significant unforeseen effects on an-
other component. This makes it very difficult to ensure overall
system security and, in particular, to ensure that changes during
the system life cycle do not lead to new vulnerabilities. The se-
cure composition of components that are secure in themselves
remains a major challenge.

Design trade-offs. When a system is designed, security is just
one of many requirements. In many cases, rich functionality,
high performance, and low costs are considered, explicitly or
implicitly, more important than security. For example, when
designing a distributed system, architects may opt for using a
centralized database, because this allows more powerful and
more efficient data analytics. On the other hand, keeping data
decentralized could offer advantages in terms of security, e.g.,
better availability and better privacy. By choosing the central-
ized option, architects give preference — often without even an
explicit consideration — to functionality and performance over
security and privacy.

Usability. In many cases, security measures make systems
more complex, making it also more complicated to work with
them. This may put additional burden on users. For example,
forcing users to solve CAPTCHAs to fight bots may degrade
the user experience significantly [22, 23]. While usable sys-
tems favor simplicity, security may impose multiple new lay-
ers which, again, increase complexity, decrease usability, and
can even augment the overall threat surface. As a result, users
and developers may circumvent security measures or choose
insecure options to simplify their interaction with technology.
For instance, password recovery methods, while improving us-
ability, may lead to additional attack vectors. Likewise, legally
enforced user notifications regarding leveraged cookies, while
improving privacy via transparency, may disturb users who, un-
aware of long-term implications, may in the end accept or reject
cookies by mistake. Thus, the challenge is to create secure and
usable systems, by resolving conflicting goals in terms of secu-
rity vs. usability.

Centralization. A central deployment of services eases their
deployment and operation. It simplifies data management and
keeping data consistent. Regulators favor this approach as it
also eases oversight. Decentralization in turn strengthens re-
silience to failures and attacks. It induces a distributed storage
and processing of data, which is, as mentioned above, benefi-
cial for security and privacy as well. However, not everything
can be reasonably decentralized, especially when consistency
is required. Decentralization may also increase redundancy and
affect scalability properties. In distributed systems, the CAP
theorem [24] formulates a fundamental limit. It forces develop-
ers to choose at most two out of the three desirable properties
of consistency, availability, and partition tolerance. All three
cannot be realized jointly, even though mitigation approaches
for different application scenarios exist. Thus, the possibilities

for decentralization are limited, even if decentralization would
be favorable from a security and privacy point of view.

3.2. Non-technical challenges

Beside the technical challenges, the security of networks and
distributed systems also faces several non-technical challenges.
The boundary between technical and non-technical challenges
is not always clear-cut. Nevertheless, we find the distinction
important, also to emphasize that security (or the lack thereof)
is affected by technical and non-technical aspects alike. We list
here the ones that seem most critical to us.

Security culture. In many cases, technical solutions to improve
security are available, but they are not used or not properly used
[25]. The reasons for this phenomenon are wide-ranging and
are rooted in education, incentives, company policies and pro-
cesses, and role models, among other things. Without concerted
and sustained efforts to nourish a culture in which security re-
quirements are considered important by all involved stakehold-
ers and are fully enforced, insecure products will continue to be
created.

Time pressure. Often, pushing a new system or a system update
into production is considered urgent. This may prohibit certain
time-consuming measures to enhance security, such as thor-
ough security testing, security audits, or formal security proofs.
Omitting these activities can lead to the deployment of imma-
ture solutions, pushing users into the role of beta testers, and
potentially leading to significant damage by exploits of zero-
day vulnerabilities.

Trust vs. trustworthiness. Trust refers to the belief that another
party will act reliably, in accordance with our expectations [26].
This belief may or may not be justified, as a trusted party may
or may not be trustworthy. In networks and distributed sys-
tems, trustworthiness of remote entities is difficult to establish.
Indirect mechanisms such as collecting information about rep-
utation based on past interactions may help make informed de-
cisions about which parties to trust, but such mechanisms do
not give real assurance about the other parties’ trustworthiness.
Thus, there is a residual risk that trusted entities may actu-
ally be untrustworthy, leading to potentially serious vulnera-
bilities [27]. Assessing these risks is critical, but is often diffi-
cult in practice. Also, these risks may dynamically change over
time. For example, suppliers of hardware or software compo-
nents that were considered trustworthy in the past may suddenly
become untrustworthy because of a take-over or geo-political
changes.

Influence of regulation. Cybersecurity-related regulation aims
at both compliance and implementation of rules to ensure that
a given technology operates in a safe and fair way. It targets
as well how societal interests and political purposes must be
met [28]. In the end, it shall ensure a proper balance between
the way a technology must be used and the effects it may gen-
erate. Yet, challenges may appear at the inception of the reg-
ulatory process itself, since it may take place after a specific



technology has already been put in use or it is already widely
adopted. As with any other system designed to enforce high-
level rules, cybersecurity-related regulation can be attacked.
Enforcement of rules may suffer from issues with consistency
and completeness, hence leading to flaws. Powerful attackers
can target and exploit such flaws and put a limit to the objec-
tives of the regulatory process [29].

Accountability vs. anonymity. Freedom of speech is a founda-
tion of democracy and is threatened all over the world. Anony-
mous communication over networks ensures that networks can-
not be turned into tools of mass surveillance and used for sup-
pressing critical opinions. At the same time, there is a valid
interest, e.g., from law enforcement authorities, to identify the
originators of certain malicious actions. This requires knowing
where data packets originate and keeping track of user actions
to hold individual users accountable. Anonymity and account-
ability may both be desirable, but they are conflicting require-
ments that cannot be satisfied at the same time.

Solutions like “balanced network anonymity” [30] offer
anonymity by default but under the control of a trusted pub-
lic authority. If needed, the public authority can deanonymize
users, but everyone else cannot. This allows to deanonymize
users in case of misbehavior. A naive implementation of this
scheme is to store mappings of IP addresses to users at Inter-
net Service Providers (ISPs), as already implemented in sev-
eral countries. Governmental authorities can request access if
needed, e.g., after a court order. However, this approach does
not protect against a malicious public authority, so that this so-
lution also comes with risks.

Sovereignty vs. cost efficiency. Technical sovereignty ensures
independence from external actors for critical technologies.
Pursuing greater sovereignty entails foregoing the cost efficien-
cies gained through the economies of scale that large global
providers achieve via extensive scaling and resource pooling.
Preferring local providers that do not have these scale benefits
means that the costs increase. Ensuring sovereignty may re-
quire the implementation of additional features like data res-
idency or local control, which may negatively affect perfor-
mance, beyond costs. It may require special infrastructure, lo-
cal data centers and custom solutions that all can drive up costs
compared to standardized cloud services.

3.3. Summary of findings

Table 1 provides a potential (but non-exhaustive) mapping
between the scenarios provided in Section 2 and the challenges
discussed in Sections 3.1-3.2. Many of the described chal-
lenges impact the scenarios mentioned earlier, thus potentially
contributing to the security problems encountered in those sce-
narios. It is also interesting to note that many challenges stem
from conflicts among the societal values that drive the require-
ments for networks and distributed systems (e.g., accountability
vs. anonymity) [31].

There is a pool of accumulated knowledge in the field of net-
work security research that could be used in new technologies

Table 1: Challenges of Section 3 that may impact the scenarios of Section 2

Challenge Scenario

Internet  Encryption Connected

routing & privacy cars
Technical
Open and secure systems v v
Disruptive technologies v v
Security in a changing v v
environment
Complex interdependencies v v
Design trade-offs v v v
Usability v
Centralization v v
Non-technical
Security culture v v
Time pressure v
Trust vs. trustworthiness v
Influence of regulation v v
Accountability vs. v v
anonymity
Sovereignty vs. cost v
efficiency

such as traffic analysis, anomaly detection, encryption, and pri-
vacy protection [32]. However, the maturity and dissemination
of corresponding security products often lag behind the aca-
demic breakthroughs. While the research community publishes
innovative methods with solid theoretical guarantees, the imple-
mentation of these methods often remains weak due to diverg-
ing and contradicting economic interests. For instance, users
have a strong interest in cost-effective technology and in infor-
mational sovereignty, but due to the free web culture, users are
reluctant to pay for services, software, or information. The in-
dustry has a strong economic interest in equipping people with
more and more digital devices that support nearly every aspect
of daily life, from communication and health monitoring to nav-
igation and entertainment. However, when it comes to infor-
mation sovereignty, this pattern is often reversed. Rather than
providing users with clear, accessible, and actionable security
information, companies often place greater value on customer
loyalty and ecosystem lock-in. Providing tools and knowl-
edge that would enable users to make independent and privacy-
conscious decisions is often not consistent with commercial
goals. As a result, transparency, configurability, and user ed-
ucation are all too often neglected, creating systems in which
individuals are dependent rather than sovereign.

4. Call to action

As shown in the previous section, the security of communica-
tion networks and distributed systems faces many challenges.
Fortunately, many approaches have been proposed in recent



years to make networks and distributed systems more secure.
Examples of promising new developments include the use of
advanced artificial intelligence techniques in network security
[33], proactive defense mechanisms like moving target defense
[34], and the transition to zero-trust architectures [35]. How-
ever, these techniques are no silver bullets. As shown in Section
3, we must deal with a wide variety of fundamental challenges
that specific technologies alone cannot solve. To make sub-
stantial improvements, we need concerted efforts from different
stakeholders. This section thus contains different calls to action
for different stakeholders at different levels, to jointly enhance
the security of our modern communication and IT systems.

Researchers need to develop methods that help manage the
complexity of networks and distributed systems. We need more
research on resolving conflicting goals, allowing the design of
systems that are secure and efficient at the same time. Re-
searchers also need to engage with policy-makers to explain
to them the need for security measures and their consequences,
thus contributing to better policy-making.

Developers are responsible for implementing security by de-
sign and privacy by design, thus avoiding that security becomes
an afterthought that cannot be integrated easily anymore (e.g.,
as was the case with BGP). In the systems they create, develop-
ers should aim at minimizing the need for trust as much as pos-
sible, preferring technologies with guaranteed security proper-
ties instead. Developers should aim to limit the complexity of
their systems and be mindful of trade-offs between security and
other goals.

Decision makers, such as corporate management executives,
are responsible for establishing and maintaining a security cul-
ture in their organization, by prioritizing security in budget de-
cisions, job profiles and employee skill development, as well as
incentives and performance reviews. They need to make sure
that sufficient time and sufficient resources are allocated to se-
curity aspects in product development and maintenance. De-
cision makers should communicate the importance of security
and act accordingly on the strategic, tactical, as well as opera-
tive level.

Policy makers need to align closely with researchers and
other technology experts to develop a deep understanding of the
needs and possibilities of the field, which is the basis for creat-
ing useful legislation. In particular, they need to understand the
technical implications of different policy options. For example,
efforts by policy makers to undermine end-to-end encryption
to provide better observability for law enforcement are under-
standable, but they put the whole Internet ecosystem at risk. In
addition, a general security awareness is needed among policy
makers to ensure that security is included from the beginning in
regulating all network-related technologies.
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