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Abstract. The rise of new Internet services, especially
those related to the integration of people and physical
objects to the net, makes visible the limitations of the DNS
protocol. The exchange of data through DNS procedures
flows today into hostile networks as clear text. Packets
within this exchange can easily be captured by intermedi-
ary nodes in the resolution path and eventually disclosed.
Privacy issues may thus arise if sensitive data is captured
and sold with malicious purposes. We evaluate in this
paper two DNS privacy-preserving approaches recently
presented in the literature. ~We discuss some benefits
and limitations of these proposals, and we point out the
necessity of additional measures to enhance their security.

Keywords: IT Security, Privacy, Countermeasures, Do-
main Name System, Privacy Information Retrieval.

1 Introduction

When the Domain Name System (DNS) was designed in the
early eighties, it was not intended to guarantee the privacy
of people’s queries. It was simply conceived as a federated
database with information that needed to remain publicly
accessible. However, this design is becoming insufficient
to face the changes and innovations of today’s Internet. A
proper example is the use of the DNS protocol as the under-
lying mechanism of new lookup services for the Internet,
such as the use of DNS procedures on VoIP services for
the translation of traditional telephone numbers into Inter-
net URLSs [6], and the use of the DNS for the resolution of
information linked to items of value. Analyses of critical
threats to these services can be found in [13, 14].

Threats and vulnerabilities reported in these works are
indeed an heritage of the vulnerabilities existing in the DNS
mechanisms. We can find in [3] a complete analysis of
threats to DNS technologies. The most important threats to
DNS technologies can be grouped as follows: (1) authentic-
ity and integrity threats to the trustworthy communication
between resolvers and servers; (2) availability threats by
means of already existing denial of service attacks; (3) esca-
lation of privilege due to software vulnerabilities in server
implementations. Moreover, the DNS protocol uses clear
text operations, which means that either a passive attack,
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such as eavesdropping, or an active attack, such as man-
in-the-middle, can be carried out by unauthorized users to
capture queries and responses. Although this can be consid-
ered as acceptable for the resolution of host names on Web
services, an associated loss of privacy when using DNS for
the resolution of new lookup services is reported in [13, 14]
as a critical threat.

Although there is intensive research on privacy issues in
the Internet community, only few approaches seem to deal
with the DNS privacy case scenario. Indeed, beyond lim-
iting and granting access to store people’s information, no
specific mechanisms have been yet proposed by the Internet
community to preserve the invasion of privacy that future
lookup services may expose. The use of anonymity-based
infrastructures and anonymizers (e.g., the use of the Tor in-
frastructure [11], based on Onion Routing cryptography)
is often seen as a silver bullet solution to mitigate privacy
problems on the Internet. However, these infrastructures
might not be useful for anonymizing the queries themselves
against, for example, insecure channels or dishonest servers
[8]. The use of the security extensions for DNS (known as
DNSSEC), proposed by the IETF in the late nineties, only
addresses authentication and integrity problems in the DNS.
Although it must certainly be seen as an important asset to
enhance the security of DNS applications, it requires to be
combined with additional measures to cope the kind of vio-
lations discussed in this section.

The use of random noise and Privacy Information Re-
trieval (PIR) [12] mechanisms have recently been proposed
by Zhao et al. in [16, 17]. However, no specific evalu-
ations or practical results were presented in these works.
Motivated by the benefits and limitations that these two pro-
posals may suppose, we present and evaluate in this paper
their implementation on a research prototype tested upon
GNU/Linux setups. We discuss some of the benefits and
limitations we observed during a set of evaluations, and we
point out the necessity of additional measures to enhance
their security or proof their validity. Indeed, our implemen-
tation combines the development of these mechanisms to-
gether with the use of the DNSSEC extension to preserve
authentication and integrity of queries. Although our exper-
imentations reveal that the high bandwidth consumption is
the main drawback, we consider these results as a proof of
the validity of our enhanced approaches.
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Section 2 gives the details of a first proposal based
on random noise and presents its evaluation. Section 3
presents an extension of this first proposal based on a PIR
approach and also the deficiencies detected in the protocol.
Section 4 proposes a new protocol that overcomes the
problems detected in these proposals. A performance
analysis is also included in this section. Section 5 closes
the paper with some conclusions.

2 Use of Random Ranges

The approach presented by Zhao et al. in [16] aims at
preserving the anonymity of DNS queries from the point
of view of the channel and/or the service providers. The
authors propose devising the communication protocol in-
volved between DNS clients and servers by considering
queries as secrets. Instead of querying the server by a spe-
cific host name h, for example, Zhao et al. propose the con-
struction and accomplishment of random sets of host names
[h1,ha, ..., hy]. The resulting protocol aims at avoiding
that by eavesdropping the channel, or by controlling the
destination service, an attacker learns nothing about the spe-
cific host name h from the random list of names. Indeed, a
user U, instead of launching just a single query to a given
DNS server NS, constructs a set of queries Q{ H; }_,. If
we assume DNS queries of type A, the previous range of
queries will include up to n different domain names to be
resolved. The query Q{H;} will be the only one that in-
cludes the domain name desired by U. All the other queries
inQ{H:1}...Q{H;—1}and Q{H;41}...Q{H,} are cho-
sen at random from a database DB3. We refer the reader to
[16] for a more accurate description of the whole proposal.

2.1 Protocol Analysis

Zao et al. claim in [16] that besides the simplicity of their
approach, it may considerably increase the privacy of user
when performing DNS queries. Indeed, the only infor-
mation disclosed by a user U to third parties (e.g., DNS
server N'S and possible attackers with either active or pas-
sive access to the channel between U and N'S) is that the
real query Q{H,} is within the interval [1,n]. Zhao et al.
presume that the probability to successfully predict query
Q{H;} requested by user U can be expressed as follows:
1

T
However, we consider that the probability model pre-
sented in [16] is very optimistic. We believe that the degree
of privacy offered by the model can clearly be degraded if
we consider active attacks, in which an adversary is capa-
ble of interacting with the channel. Indeed, the approach

does not address possible cases in which the resolution of
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query Q{ H;} fails. In case of active attackers that can ma-
nipulate network traffic (e.g., by means of RST attacks [2]
or sending suitable ICMP traffic [15]), they could launch
a blind attack against the resolution protocol. This attack
is based on dropping the query Q{ H;} — or its associated
response. Since attackers do not know which is the query-
response pair desired by the client, they will try to force
a fail resolution of every query Q{H;}_, and theirs asso-
ciated responses. If so, user U will be forced to restart the
process and generate a new range of queries — i.e., request-
ing once again Q{H;}. Depending on how this new range
is managed, the degree of privacy estimated by the proba-
bilistic model in [16] clearly decreases. Let Q;{H;}}_; be
the j-th consecutive range exchanged for the resolution of
the query Q{ H,}, the probability of success for an attacker
trying to guess Q{ H;} must then be defined as follows:

P.. = 1
U QuUH L, N Qe{HF N0 Qi {H |

Let us exemplify this privacy level reduction attack
by using the following ideal scenario. We assume a
query range size of n = 3, a database of queries DB=
{Hy, Hs, Hs, Hy, Hs, Hg }, a DNS server 'S, and a client
desired query resolution Q{H;}. In the first stage of the
protocol (cf. Table 1, Step 1), the client constructs a range
query by choosing Hs and Hs from DB at random, re-
sulting on @ {H1, Ha, H3}. Then, this range is sent
to N'S and intercepted by the attacker. In this step, from
the point of view of the attacker, we can consider that the
guess probability is P;; = 1/n = 1/3. At this moment,
we suppose that the attacker is able to lead a failed resolu-
tion of Q{H;} by manipulating the network traffic. Thus,
the client is forced to construct (cf. Step 2) a new range
Q2 = {H1, Hy, H5} which includes again H;, and H, and
Hj are chosen randomly from DB. When this new range
is sent, the attacker can intercept it and calculate the inter-
section between the previous range and the current one, re-
sulting on a privacy reduction, since Q1 N Q2 = {Hy, Ha}
and, consequently, P;> = 1/2. Finally, we can see how, if
the attacker successfully forces again an incomplete reso-
lution of Q{H;} in Step 2, and intercepts the range Q3 =
{Hy, Hg, H,} built and sent by the client in Step 3, the at-
tacker can deduce the desired query by simply applying the
same intersection strategy among ()5 and Q)s.

Step | Range Intersection Guess prob.
1 Q1 ={H1,H2,Hs} — P =1/3
2 Q2 ={H1,H2,Hs} | QiNQ2={Hi,H2} | Pia=1/2
3 Q3 ={H1,Hs,Ha} | Q2NQ3={H:} Pz =1

Table 1. Intersection attack to the protocol.



Moreover, the lack of authenticity and integrity mech-
anisms on DNS procedures may lead to forgery attacks
against the proposed protocol. Thus, attackers can send
false responses associated to the queries launched by the
client Q{H;}™ ,, impersonating the N'S server. This be-
comes an important threat if a DNS protocol based on UDP
is preferred over TCP. If that happens, i.e., the protocol does
not have a connection establishment, a forgery attack can be
performed more easily.

3 Two Server PIR

Zhao et al. present in [17] a second approach intended to
reduce the bandwidth consumption imposed by the previ-
ous model. The new approach gets inspiration from Privacy
Information Retrieval (PIR) field [4]. It relies indeed on the
construction of two ranges Q;{H;}?_, and Qo{H,}"},
where H,, 11 € (s is the desired query defined by user
U. Once defined @7 and ()2, such ranges are sent towards
two independent servers: NSy and N'S3. Assuming the
resolution of DNS queries of type A, each server resolves
every query linked with its range, obtaining all the associ-
ated I[P addresses (defined in [17] as X;) related to the query
H;. NSy computes Ry = >, ®X; and N'S> computes
Ry = Z;fll ®X,. Both Ry and R are sent to user U, who
obtains the resolution associated to H,,4; using the expres-
sion X,,+1 = R; ® Ry. As we can observe, the bandwidth
consumption of this new approach is considerably smaller
than the one in [16], since only two responses (instead of n)
are exchanged.

3.1 Protocol Analysis and Evaluation

The main benefit of this last proposal, beyond the reduction
of bandwidth consumption, is its achievement on preserv-
ing the privacy of the queries from attacks at the server side.
However, it presents an important drawback due to the ne-
cessity of modifying the DNS protocol and associated tools.
Let us note that the proposal modifies the mechanisms for
both querying the servers and responding to the clients.
Moreover, it still presents security deficiencies that can be
violated by means of active attacks against the communica-
tion channel between resolvers and servers. Indeed, attack-
ers controlling the channel can still intercept both ranges 1
and Q2. If so, they can easily obtain the true query estab-
lished by user U by simply applying Q1 \ Q2 = Hp 1.
Similarly, if attackers successfully intercept both R; and
Ry coming from servers N'S; and NSy, they can obtain
the corresponding mapping address by performing the same
computation expected to be used by user U, i.e., by com-
puting X,,11 = R; ® Rs. Once obtain such a value,
they can simply infer the original query defined by user U
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by requesting a reverse DNS mapping of X,,+;. Analo-
gously, an active control of the channel can lead attackers
to forge resolutions. Indeed, without any additional mea-
sures, a legitimate user does not have non-existence proofs
to corroborate query failures. This is especially relevant on
UDP-based lookup services, like the DNS, where delivery
of messages is not guaranteed. Attacker can satisfactorily
apply these kind of attacks by intercepting, at least, one
of the server responses. An attacker can for example in-
tercept R;, compute B3 = R; ® R3 (where R3 is a ma-
licious resolution), and finally send R3 as a resulting re-
sponse coming from server V'Sa. Then, the resolver associ-
ated to user U will resolve the mapping address as follows:
Ry ® RS = R; ® R; ® R3 = Rs.

In order to evaluate the performance of the Two Server
PIR proposal, we implemented a custom DNS client based
on the Python language. The main core of the DNS
resolution is based on the dnspython module [9]. Such
a client incorporates both the TCP and the UDP ver-
sion of the protocol. On the server side, we modified
the source code of the NSD server version 3.1.1 (cf.
http://www.nlnetlabs.nl/projects/nsd/), adopt-
ing its behaviour to the Two Server PIR protocol. The envi-
ronment used for the tests is the following one. A host R,
running on an Intel PIV at 2 GHz and 512MB of memory
performs the resolution service G. Such a service is com-
posed of the following two servers: NS, running on an
Intel PIV 2.6 GHz with 1 GB of memory; and 'Sy, run-
ning on an Intel Xeon 3.2 GHz with 2 GB of memory. The
DNS service configured on each one of these two hosts is
based on our modified NSD server. In turn, the configu-
ration of each server in GG consists of a database DB that
includes 256 A — type records.

To carry out our evaluation, we determine the latency of
the whole process for resolving queries from R to G with
differents testbeds, where the size of the query range of each
testbed increments from ten to one hundred. Each testbed
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Figure 1. Two Server PIR evaluation results.



consists on the generation of two sets of random queries,
one for 'Sy and another (wich includes the query desired
by the client) for N'S5. Each testbed is launched multiple
times towards cumulative series of A — type queries. Each
serie is created at random during the execution of the first
testbed, but persistently stored. It is then loaded into the
rest of testbeds to allow comparison of results. We split the
evaluation in two fases. The first based on TCP transport
layer between R and GG. The second based on the UDP.
Figure 1 depicts the results of our evaluation. We can notice
that the latency of the TCP version of the protocol increases
linearly to the range size. If we consider, for example, a
range of twenty hosts per query, we can see in Figure 1 that
the latency for completing the process required up to four
seconds. We consider that these results are not acceptable.

Regarding the evaluation of the UDP case, latency per-
formed even worst in some cases. Although one may think
that the UDP evaluation should had been better than the
TCP case— due to the penalty costs of the connection ori-
ented protocol TCP— the situation is by far different. In-
deed, the analysis of our experiments and implementation
reveals that Zaho et al. do not address the behaviour of the
protocol when a datagram (Q1 { H; }1,, Q2{ H;}"*!, Ry or
Ry) gets lost. Since the UDP is a connectionless protocol,
the UDP based client or server, cannot know which packet
has not been delivered. To solve this problem, we decided
to modify the original proposal by introducing a timeout
strategy! in both the client and the server. In this manner,
when a datagram appears to be missing, both the client and
the server related with the missed packet get blocked. Thus,
while the client would be waiting for the responses R; and
Ry, server NS would also be waiting for all the queries
Q1{H;}!, and so would be server N'Sy waiting for all
the queries Qg{Hi}?jll. If the timeout expires, the client
is forced to send again the complete range which included
the query that is missing, or the range associated to the lost
response. At the same time, after the timeout expires for the
server, it knows that it must be waiting again for the com-
plete range, and eventually sending its associated response.
The cost of sending again each complete range, and waiting
their response, results on the large confidence intervals that
we can observe in Figure 1.

This performance drawback is directly proportional to
the range size. Indeed, a bigger range increases the odds
of losing either datagrams or responses. Similarly, the dis-
tance between the client and the servers, i.e., the number of
hops between the client and the servers, also increases such
a probability. We therefore conclude that the proposal pre-
sented by Zhao et al. in [17] may only work properly when
it is deployed under reliable environments — resulting on a
much slower protocol, for an acceptable anonymity level, if
the environment does not include this premise.

! An alternative could be the use of an acknowledgment-based strategy.
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4 Enhanced proposal

To overcome the security problems and performance defi-
ciencies detected in the previous proposals, we present in
this section an enhanced protocol inspired in Zaho et al.
works.

In general terms, our implementation aims at construct-
ing different ranges of queries for various servers NSy ...
NS.,,. The ranges are distributed among the different
servers. When the responses associated to these queries are
obtained from the set of servers, our proposed protocol ver-
ifies that the anomymized query — hidden within the range
of queries — has been successfully processed. If so, the
rest of information is simply discarded. On the other hand,
and in order to guarantee integrity of queries, authenticity
of queries, and non-existence proofs, our proposal relies on
the use of the DNS security extensions [5].

The formal description of our proposed protocol is the
following one:

e Let U be a user who wishes to perform anonymous
resolution of a query Q*{H}, and DB a database of
queries.

e User U builds up a table ) of ranges, with every range
@; € Q on the interval j € [1,m], and where the
following properties apply:

- |@;] = n (the size of every range is n)
- Fwel,m]suchas Q*{H} € Q,

- Qi{H;i}, # Q*{H} are selected at random
from DB, such that (|, Q;{H;;} = @

- ﬂ?:l Qj=9

e User U concurrently and randomly sends each range
Q; to a different server NS, Vw € [1,m] with
DNSSEC extensions enabled.

e User U verifies that all the responses have been prop-
erly received and their DNSSEC signatures are correct.
Otherwise, the failed queries are retried until the re-
sponses are received and their signatures are correct,
or until a certain number of retries R are achieved. In
that case, the user is warned and the whole protocol is
aborted.

e User U discards all those resolutions that are not asso-
ciated to Q*{H }.

We evaluated our implementation by measuring the la-
tency penalty on a real network scenario. We measured the
resolution of both DNS and DNSSEC queries. The hard-
ware setup used for our experimental scenario is the follow-
ing. A host R, running on an Intel PIV 3.2 GHz and 4 GB



of memory, performs DNS queries to a global resolution
service G. The implementation and deployment of our pro-
posal in R is based on the Python language. More specifi-
cally, we base our implementation on the module dnspython
[9] for the construction and resolution of DNS queries; and
the module m2crypto [10] to access the OpenSSL library for
the verification of digital signatures defined by DNSSEC.

The global resolution service G is in turn implemented
by means of three different hosts: NSy, that runs on an
Intel PIV 2.6 GHz with 1 GB of memory; AN'S,, that runs
on an Intel Xeon 3.2 GHz with 2 GB of memory; and N'S3,
that runs on an Intel Core Duo 3 GHz with 1 GB of memory.
DNS and DNSSEC services configured on each one of these
hosts are based on NSD 3.1.1. The configuration of each
server in G consists of a database DI that includes 256 A —
type records. Each one of these DNS records are linked
with their appropriate DNSSEC signature. We use for this
purpose the zonec tool that comes with NSD 3.1.1. The key
sizes are of 1024 bits. The generation of keys is based on
the RSA implementation of dnssec-keygen. Although the
use of ECC signatures seems to reduce the storage space of
signed zones [1], the algorithm we use is RSA instead of
ECC since the latter is not yet implemented in NSD 3.1.1.

During our evaluation, we measured the time required
for resolving queries from R to G with different testbeds,
where the size of the query range of each testbed incre-
ments from ten to one hundred. Each testbed consists in-
deed on the generation of three sets of random queries, one
for each N'S; € G. Each testbed is launched multiple times
towards cumulative series of A — type queries. Each se-
ries is created at random during the execution of the first
testbed, but persistently stored. It is then loaded into the
rest of testbeds to allow comparison of results. We split our
whole evaluation in four different stages. During the first
two stages, the transport layer utilized between R and G is
based on the TCP protocol. First stage is used for the res-
olution of DNS queries, while stage two is used to resolve
DNSSEC queries. Similarly, stage three and four are based
on UDP traffic for the resolution of, respectively, DNS and
DNSSEC queries. During these two last experiments based
on DNSSEC, R verifies the integrity and the authenticity of
the queries received from the different servers in G. The
verification procedures have been implemented as defined
in DNSSEC RFCs [5]. We show in Figure 2 the results that
we obtained during the execution of these four experiments.

We can appreciate by looking at Figure 2 that the latency
increases linearly with the size of the range of queries. TCP-
based experiments show worst performance than UDP-
based queries — due to the penalty imposed by the traffic
that guarantees the delivery of packets. UDP protocol is
clearly the best choice for the deployment of our proposal.
Contrary to the UDP Two Server PIR implementation (cf.
Section 3), the enhanced proposal presented here does not
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Figure 2. Evaluation of our proposal.

suffer from the performance degradation outlined in Sec-
tion 3.1 to guarantee a proper reception of complete ranges.
Indeed, in our enhanced proposal, when a query or its asso-
ciated response is not delivered, the protocol re-sends this
particular query again, instead of a complete range.

From the point of view of the privacy, given an ac-
ceptable latency of no more than two seconds, UDP re-
sults show that the probability of guessing the true query
is P, = %5 = 515 ~ 0.004167. We consider this result
as satisfactory. In general terms, we should expect that the
certainty for obtaining a query ¢ within a range of size n and
m different servers is P; = n'lm.

Besides the difficulties imposed by our model for pre-
dicting the original petition, we are conscious of the high
bandwidth increase that it represents. This is an important
drawback in scenarios where the bandwidth consumption is
a critical factor. However, if this is the case, it is possible to
reduce the size of the range of queries. Since there is a clear
relation between both parameters, i.e., the bandwidth con-
sumption is inversely proportional to the prediction proba-
bility, we believe that a proper balance between bandwidth
consumption and prediction probability can be enough to




enhance the privacy of the service. Let us recall that re-
ducing the size of each range of queries to a fifty per cent,
the prediction probability for the attacker is proportionally
increased by two. On the other hand, let us observe how
the penalty in the response times introduced by DNSSEC
is not specially significant, solving the integrity and authen-
ticity problems that appeared in the other approaches. This
is the reason why we consider the activation of DNSSEC as
a decisive factor to avoid integrity attacks.

5 Conclusions

We have presented in this paper the evaluation of two
DNS privacy-preserving approaches recently proposed in
the literature. The preservation of privacy of these two
proposals is achieved by introducing random noise during
the execution of DNS queries. We analyzed the benefits
and limitations of these two proposals. Since no specific
evaluations or practical results about these two proposals
have appeared in the previous literature, we implemented
and evaluated them on a research prototype tested upon
GNU/Linux setups. Our evaluation confirms that the main
benefit of the first proposal is its simplicity; and that the
main drawback of the first approach is the increase of
latency and bandwidth during the execution and resolution
of queries. The second approach, which aims at reducing
these limitations, gets inspiration from Privacy Information
Retrieval (PIR) techniques. We observed that although
the second approach successfully reduces bandwidth
consumption, it significantly modifies the DNS protocol.
It therefore requires the modification of both DNS client
and servers. Moreover, we pointed out to serious security
flaws on both proposals if active attackers can target those
mechanisms. We addressed these flaws on an improved
version of the two proposals, and concluded that they still
require additional improvements to be effective.
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