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Abstract. The use of the DNS as the underlying technology of new resolu-
tion name services can lead to privacy violations. The exgbaf data between
servers and clients flows without protection. Such an infdrom can be captured
by service providers and eventually sold with maliciougmses (i.e., spamming,
phishing, etc.). A motivating example is the use of DNS onPVsérvices for the
translation of traditional telephone numbers into IntetdBLs. We analyze in
this paper the use of statistical noise for the construatiqoroper DNS queries.
Our objective aims at reducing the risk that sensible dathimwvDNS queries
could be inferred by local and remote DNS servers. We evaliligt implementa-
tion of a proof-of-concept of our approach. We study the Benand limitations
of our proposal. A first limitation is the possibility of atfes against the integrity
and authenticity of our queries by means of, for instancey-mehe-middle or
replay attacks. However, this limitation can be succebls$alved combining our
proposal together with the use of the DNSSEC (DNS Securitgnskons). We
evaluate the impact of including this complementary couméasure.

Key words: IT Security, Privacy, Anonymity, Domain Name System, Bcy In-
formation Retrieval.

1 Introduction

The main motivation of the present work comes from privaay security concerns re-
garding the use of the protocol DNS (Domain Name System)easiiderlying mech-
anism of new Internet protocols, such as the ENUMIphone NUmber Mapping

service. ENUM is indeed a set of service protocols used oR Ydbice over IP) appli-

cations. One of the main characteristics of ENUM is the miagpif traditional phone
numbers associated to the ITU-T (International Telecompations Union) E.164 rec-
ommendation, to URIs (Universal Resource Identifiers) f\dotP providers, as well

as to other Internet-based services, such as e-mail, Wesspatr. We overview in
this section some of the features of this service, as welbagessecurity and privacy
concerns regarding the use of the DNS protocol in ENUM.



1.1 The ENUM Service

The ENUM service is a suite of protocols used in VoIP appiicet whose main goal
is the unification of the traditional telephone E.164 systeith the IP network of the
Internet. Designed and developed by hiernet Engineering Task FOr¢éETF) in late
nineties, ENUM allows the mapping of IP services by usingratirect lookup method
based on DNS technologies. In this manner, an by simply uskiging DNS imple-
mentations, ENUM allows retrieving lists of IP based seggicsuch as SIP (Session
Initiation Protocol) identifiers for VoIP applicationsneail addresses, Web pages, etc.,
associated to the principal of an E.164 telephone numbddNENSses a particular type
of DNS records, called Naming Authority Pointer (NAPTR).[B)stead of resolving
host or service names into IP addresses, the ENUM serviaslatas E.164 telephone
numbers into Uniform Resource Locators (URLs) embeddeldimviNAPTR records.
Atlong term, ENUM is expected to become a decentralizedradtése to the E.164 sys-
tem. For a more detailed introduction to the suite of prolessociated with ENUM,
we refer the reader to [6].

As a matter of fact, ENUM is just a simple convention for trenslation of E.164 tele-
phone numbers, such as +1-012345678, into WRIiform Resource Identifigstrings.
These strings are associated to the DNS system by usingltbwifay convention: (1)
special symbols like '+ and -’ are deleted (e.g., +1-018848 becomes 1012345678);
(2) the resulting string of digits is inverted from left tght (e.g., 8765432101); (3) a
symbol '’ is inserted between each two digits (e.g., 85.43.2.1.0.4.1); (4) the do-
main name .el164.arpa (registered by the IETF for ENUM remoi)is finally concate-
nated to the previous string (e.g., 8.7.6.5.4.3.2.1.064arpa). The resulting string of
characters and digits is then ready to be used as a normgltguerds the DNS system.
At the server side, the URI associated to every possiblphelee number registered by
ENUM is stored together with information about its prindige.g., owners or users
of those telephone numbers). Such an information is storeDNS records of type
NAPTR. The internal structure of these records offers to EN&hough storage space
and flexibility for managing complex information (e.qg., udeegular expressions).

Let us show in the following a complete example in which ENUWMised for the trans-
lation of the telephone number +1-012345678 associatecutee/;. Let us assume
that a uselU; wants to get in contact with uséf,. First of all, userl/; translates the
previous telephone number into the string 8.7.6.5.4.0211e164.arpd/> then uses
the obtained URI to construct a DNS query of type NAPTR by gisire command line
tool dig:

| dig @NS -t NAPTR 8.7.6.5.4.3.2.1.0.1.e164. arpa |

As a resultlU; obtains the following information:

[OrdefPref[Flag Service | Regexp. [Replacemerjt
100 10| u sip+tE2U | !".*$Isip:ul@sip.com!’ .

101 | 10 [ u [mailto+E2U!".*$!mailto:ul@mail.com
102 | 10 | u | http+E2U | I".*$!http://www.ul.com!

103 10| u tel+E2U 1" *$ltel:+1-012355567!




Let us analyze the response returnediy As we introduced above, NAPTR records
support the use of regular expression pattern matchingri3jase a series of regular
expressions from distinct NAPTR records need to be appbedecutively to an input,
the fieldOrderis used. The value given in the first line, set to 100, ind#tat from
the four results of the query, the servis& has the highest priority. In case of having
more that one record with the samler values, the following field, i.eRref, decides
which information must be used first. The fi¢ithg given for each line, and set to the
valueu, indicates that the fielRegexpassociated with every record contains the URI
associated to the requested E.164 telephone number. ARegithcementontaining
the operatol’ indicates to the ENUM client of uséf, that the final URL is indeed the
string placed between the markers*$!" and’!” of the expression contained within
the fieldRegexpThe fieldServiceindicates the kind of IP service that can be found in
the resulting URL. For example, the fiekkrviceassociated with the first line indicates
that the resulting service is based on the SIP protocol [IBg other three options
returned as a result of the query are (1) an e-mail addressiatesd with uset/, (2)

his personal Web page, and (3) the use of an additional Eel€ditone number.

Let us notice from our example that the ENUM service doesesiilve the IP addresses
associated to the URLs embedded within the NAPTR recordd\NS& Query of type 'A
must follow after an ENUM resolution with the objective okodving the appropriate
IP address that will eventually be used to contact the finalice In our example,
and given the values of the fieldrder discussed above, usék contacts again the
DNS server in order to obtain the IP address associated t8lthatsi p. ul. comto
request the connection to udér (i.e.,ul@i p. ul. com.

1.2 Threats to the ENUM Service

The use of the DNS protocol as the underlying mechanism dENléM service leads
to security and privacy implications. The exploitation aflikknown vulnerabilities of
DNS-based procedures is a clear way of attacking the ENUMcserA recent anal-
ysis of critical threats to ENUM may be found in [19, 20]. Relsg et al. present in
these works their risk assessment analysis of the ENUM ceibvéised on a method-
ology proposed by the European Telecommunications Stdadastitute (ETSI) [5].
Both threats and vulnerabilities reported in these worksimdeed an heritage of the
vulnerabilities existing in DNS mechanisms. We can find ihd2omplete analysis of
threats to DNS technologies. The most important threatsN& Bechnologies can be
grouped as follows: (1) authenticity and integrity threatthe trustworthy communica-
tion between resolvers and servers; (2) availability ttsrbgt means of already existing
denial of service attacks; (3) escalation of privilege dusdftware vulnerabilities in
server implementations. Moreover, the DNS protocol useardext operations, which
means that either a passive attack, such as eavesdroppeg active attack, such as
man-in-the-middle, can be carried out by unauthorizedaugecapture queries and re-
sponses. Although this can be considered as acceptablefogolution of host names
on Web services, an associated loss of privacy when using ioNtBe resolution of
ENUM queries is reported in [19, 20] as a critical threat.



We consider that the loss of privacy in ENUM queries is an irtgott concern. Beyond
the engineering advance that the ENUM service supposeswibith considering the
consequences that the exposure of people’s informatiorsoggyose. The achievement
of such information by dishonest parties exploiting flawd seaknesses in the service
itself or its underlying protocols must be avoided. We cansider, for instance, worst
case scenarios where dishonest servers associated tapuscrs service providers
start keeping statistics of ENUM queries and building petgbrofiles based on their
communication patterns [23]. These scenarios may leadrtbefuviolations, such as
spam, scams, untruthful marketing, etc. Consumers mustheed that these activities
are not possible [7]. However, current DNS query methodsl ise ENUM can be
exploited if the whole process is not handled by appropdatentermeasures.

1.3 Privacy Weakness in the DNS Protocol

When the DNS protocol was designed, it was not intended tcegiiee privacy to peo-
ple’s queries. This makes sense if we consider that DNS isatoed as a distributed
hierarchical database which information must be accesselitty. In scenarios where
the DNS protocol is used for the mapping of host and domairasdowards traditional
Internet services, the inference of information by obsegqueries and responses can
fairly be seen as acceptable — from the point of view of pesjplievacy. Nevertheless,
the use of the DNS protocol on new lookup services, such aEBMéM suite of pro-
tocols, clearly introduces a new dimension. Vulneraleiiton the DNS, allowing the
disclosure of data associated with people’s informatiochsas their telephone num-
bers, is a critical threat [19, 20]. Let us summarize theseapy weaknesses from the
following three different scopes: (1) DNS local resolvéBy, communication channel,
and (3) remote DNS servers.

On the first hand, Zhao et al. identify in [23] some privacyetits related with local
malware targeting the client. Applications such as key#rggtrojans, rootkits and so
on can be considered as a way to obtain the relation betweeh dries and the
client who launches them. Let us note that our work does nihtesd the specific case
of malware targeting the privacy of the DNS service at thentlside. On the second
hand, we can identify two main threats targeting the comueatitin channel: (1) pas-
sive eavesdroping and (2) active attacks against the nketiraffic. In the first case,
the eavesdroping of plaintext DNS traffic flowing across otgeted wired or wireless
LAN networks can be used as a form of anonymity violationh@ $econd case, traffic
injection can also be used to attack the privacy. Theselattzan be used to redirect the
traffic to a malicious computer, such as ARP spoofing, ICMireetl DHCP spoofing,
port stealing, etc. Thus, an attacker can redirect evergydoea malicious DNS server
with the objective of impersonating the correct one and, assalt, to compromise
the client privacy. On the third hand, the existence of digsb or malicious servers
can also reduce the level of privacy. Indeed, the DNS cacldehalows intermediate
servers to maintain a query-response association duringga geriod of time. The ex-
piration time of every entry in the cache of a server is basethe IP TTL field of a
DNS response — as itis defined in [10]. During this periodwigj if a client queries a



cached entry, the response will be served without any additiresolution. Otherwise,
after this time has elapsed, the entry is removed from thieecand, if a client requests
it again, the server resolves it, caches it, and sends tpemss to the client.

Under certain conditions, the observation of the TTL field ba used by attackers to in-
fer the relation between a client and a particular queryjcetd) the level of anonymity.
If attackers suspect that a given client has launched afgpguairy, they can resolve
the same query on the server used by the client. After theonsgphas been retrieved
by the attackers, they can determine the current cacheatixpirtime provided by the
server. If the returned value is the maximum expiration titeéned by the authoritative
server, the attackers can deduce that the query has notdeerhkd by the client in, at
least, a period that equals the maximum cache expiration titowever, if the value is
less than the TTL value, the attackers can consider, withtaindevel of probability,
that this query was made by the client at mostaiximum expiration timeninuscur-
rent expiration time This strategy can be applied by potential attackers uneleaio
circumstances. First of all, it can only be considered invoeks composed by a few
number of clients and/or a DNS server that receives few gaday these clients. Oth-
erwise, the probability of a correct correlation betwees specific query and a given
client must be considered almost zero. Secondly, if theratipn time defined by the
authoritative server has a low value, it can lead to a sitnatvhere attackers might
launch the query after it expires in the DNS cache (previoastated by the client).

1.4 Privacy Countermeasures and Security Enhancements

Some initial measures for special DNS-based serviceshigeENUM service, have
been proposed by the IETF. Some examples are the limitatidrttee kind of infor-
mation to be stored by the servers, the necessity of reqgette consent of people
and/or institutions, etc. Nonetheless, beyond limiting granting access to store peo-
ple’s information, no specific mechanisms have been yetqeegin order to preserve
the invasion of privacy that a service like ENUM may suppd$e use of anonymity-
based infrastructures and anonymizers (e.g., the use dbthefrastructure [14], based
on Onion Routingcryptography [21]) is often seen as a possible solution deoto
hide the origin (i.e., the sender) of the queries. Howehesé¢ infrastructures might not
be useful for anonymizing the queries themselves agaimsexample, insecure chan-
nels or dishonest servers [8]. The use of the security extesgor DNS (known as
DNSSEC), and proposed by the IETF in the late nineties, deamtdress those privacy
violations discussed in this section. DNSSEC only addeeaséhe moment authen-
tication and integrity problems in the DNS. Although it mesttainly be seen as an
important asset to enhance the security of DNS applicatibresjuires to be combined
with additional measures to cope the kind of violations assed in this section. Fi-
nally, the use of Privacy Information Retrieval (PIR) [1&ded approaches can also
be seen as a mechanism to handle the private distributionfafmation on the DNS
service [23, 24]. Unfortunately, no specific evaluationprmarctical results are presented
in these works. The processing and communication bandwédthirements of a PIR
approach seem to be impractical for low latency servicesthie DNS/ENUM [22]. We



consider however that these approaches head into the irgltidn in order to address
the problematic discussed in this section.

Inspired by the approaches proposed by Zhao et al. in [23y&Aketch in this paper
an alternative model for perturbing DNS queries with randwise. The goal of our
model is to prevent privacy violations due to attacks agdhmes communication chan-
nel level or the existence of dishonest servers. Our appraddresses and enhances
some security deficiencies detected in [23, 24], such asdbsilglity of response ma-
nipulation or range intersections. We also present in tligkwhe evaluation of a first
proof-of-concept developed and tested upon GNU/Linuxget@ur implementation
combines our approach together with the use of DNSSEC agtettspreserve authen-
tication and integrity of queries. Although our experinaitns reveal high bandwidth
consumption as the main drawback, we consider the resudtpes/e of the validity of
our approach.

1.5 Paper Organization

The remainder of this paper has been organized as follove$io8€ introduces some
related works. Section 3 sketches our proposal. Sectioredviews the use of the se-
curity extensions for DNS (i.e., DNSSEC). Section 5 presém evaluation results of
combining our proposal with the security enhancementsedfby DNSSEC. Section 6
closes the paper with some conclusions.

2 Related Work

A first solution to address the privacy concerns discusseSeirtion 1 is the use of
anonymous-based communication infrastructures. The fusteomg anonymity infras-
tructures can suppose however a high increase of the latéracgervice like the DNS
and the ENUM services. We recall that a communication itfuasure for these ser-
vices must ensure that the service itself is able to deligér Queries and responses ac-
curately and in a timely fashion. Thus, strong anonymitysduz seem to be compatible
with this requirement. On the other hand, the use of low &ténfrastructures, such as
the anonymous infrastructure of the Tdihg second generation Onion Roytproject
[14], based in turn on th®nion Routingmodel[21], is more likely to meet the per-
formance requirements of the DNS/ENUM service. Neversgla solution based on
both Tor andOnion Routingmay only be useful for hiding the origin of the queries. Al-
though by using such proposals senders are indeed ablestthieid identities through a
network ofproxies they do not offer anonymity to the queries themselves. ikstance,
threats due to the existence of dishonest servers, are vatatbby these solutions [8].

The approach presented by Zhao et al. in [23, 24] aims at ptiegethe anonymity of
DNS/ENUM queries from the point of view of the channel anderservice providers.
The main objective of these proposals is the achievementarfyanity by using a PIR



(Privacy Information Retrieval) model [18The authors proposgevising the commu-
nication protocol involved between DNS clients and serbgrsonsidering queries as
secrets. Instead of querying the server by a specific hose hafor example, Zhao et
al. propose in [23] the construction and accomplishmenantiom sets of host names
[h1, ha, ..., hy]. The resulting protocol aims at avoiding that by listeninipithe chan-
nel or controlling the destination service, an attackermganothing about the specific
host namé: from the random list of names. The main benefit of this prolieshe sim-
plicity of the approach. The main drawback is the increasemmunication bandwidth
that it may suppose. Zhao et al. extend in [24] this first pegpptowards a two-servers
PIR model. The objective of the new protocol is to guaranted DNS clients can
resolve a given query, at the same time that they hide it tb eae of the servers. Nev-
ertheless, compared with the previous proposal, this @gbroeduces the bandwidth
consumption. The approach requires, however, significardifications on traditional
DNS implementations. We analyze more in detail these twpgsals in Section 3.

The proposals presented in [23, 24], as well as Tor, do nefr @ifeservation of au-
thenticity and integrity of DNS responses. Therefore, withother countermeasures,
these solutions cannot avoid man-in-the-middle or replégcks aiming at forging
DNS responses. A proper solution for avoiding this problentoi combine the use
of anonymity with the integrity and authenticity offered the security extensions of
DNS — often referred in the literature as DNSSEC (cf. Sectidor more informa-
tion about DNSSEC). In this manner, we can guarantee thentegiy of the response
while maintaining an acceptable performance. We show iti@eb that the impact on
the latency of the service when using DNSSEC is minimal. Wesitter that authen-
ticity and integrity threats are hence reduced by combiaipgoper anonymity model
together with DNSSEC. None of these proposals guaranteesottifidentiality of the
queries. Although the use of alternative techniques su¢R%sc [16] could be seen as
a complementary solution to protect the exchanges on dataebe servers and clients
of DNS, we consider that they are not appropriate for solangmotivation problem.
First of all, the bandwidth and processing time overheadssirig IPSec are much
higher, and can render the solution impractical [17]. SdbgriPsec does not offer
protection during the caching processes between res@wel’sr intermediate servers.
Furthermore, it is quite probable that servers of a globaS3¥drvice may not be IPsec
capable. We consider that this approach is not an apprepdtition to our problem.
Since our motivation is focused on privacy issues rathar twafidentiality concerns,
we consider that the combination of anonymity preservatgether with integrity and
authentication aspects offered by DNSSEC are worth enaugbrtduct our study.

3 Use of Random Ranges to Anonymize DNS Queries

Before going further in this section, let us first recall hdére schemes presented by
Zhao et al. in [23,24]. The first approach [23] works as fobow userU, instead

of launching just a single query to the DNS servéf, constructs a set of queries
Q{H;}"_,. If we assume DNS queries of typg the previous range of queries will



include up ton different domain names to be resolved. The qu@dyH;} will be

the only one that includes the domain name desired/byll the other queries in
Q{H,}...Q{H;—1} andQ{H,11}...Q{H,} are chosen at random from a database
D B. The authors claim that this very simple model consideratiyeases the privacy
of userU queries. Indeed, the only information disclosed by ugeto third parties
(e.g., DNS serveN S and possible attackers with either active or passive atodbge
channel betweety and N .S) is that the real quer§){ H;} is within the intervall, n].
Zhao et al. presume that the probability to successfulldipteueryQ{ H, } requested
by userU can be expressed as follows; = 1. We refer the reader to [23] for a more
accurate description of the whole proposal.

We consider that the probability model presented in [23]rifottunately very opti-
mistic. In fact, we believe that the degree of privacy ofteby the model can clearly
be degraded if we consider active attacks, in which an adweilis capable of inter-
acting with the channel. For example, we consider that tipeageh does not address
possible cases in which the resolution of qu@ryH, } fails. If we assume an active at-
tacker manipulating network traffic (e.g., by means of RSadks, or sending suitable
ICMP traffic) to drop queny){H;} — or its associated response. If so, uEewill be
forced to restart the process and generate a new range agjaei.e., requesting once
againQ{ H,}. Depending on how this new range is managed, the degreevatpres-
timated by the probabilistic model in [23] will clearly dease. Let),;{ H;}?_, be the
n-th consecutive range exchanged for the resolution of q@dr¥; }, the probability
of success for an attacker trying to guésgH; } must then be defined as follows:

P = 1
W QuU{H P NQ2{H } 7 N NQ  {H T |

Zhao et al. present in [24] a second approach intended taeeithe bandwidth con-
sumption imposed by the previous model. The new approachiggtiration from Pri-
vacy Information Retrieval (PIR) approaches [3]. It reliedeed on the construction
of two ranges { H;}1, anng{Hi}?jf, whereH, 11 € Q- is the true query de-
fined by userU. Once definedy; and@-, such ranges are sent to two independent
serverN .S; and N S,. Assuming the resolution of DNS queries of typeeach server
resolves every query associated with its range, obtairlirigeassociated IP adresses
(defined in [24] asX;) associated to the quedy;. N'S; computesk, = > | ®X;
andN S, computesk, = 3" @ X,. Both R, andR are sent to usdr, who obtains
the resolution associated 6, using the expressioN,,.1 = R; ® Ry. As we can
observe, the bandwidth consumption of this new approactrisiderably smaller than
the one in [23], since only two responses (instead)adre exchanged.

The main benefit of this last proposal, beyond the reductittandwidth consumption,
is its achievement on preserving the privacy of the queres fattacks at the server
side. However, it presents an important drawback due to doessity of modifying

DNS protocol and associated tools. Let us note that the padpoodifies the mech-
anisms for both querying the servers and responding to taets! Moreover, it still

presents security deficiencies that can be violated by mefastive attacks against
the communication channel between resolvers and serveteed, attackers control-



ling the channel can still intercept both ran@Qe and@-. If so, they can easily obtain
the true query established by ugéby simply applyingQ; \ Q2 = H,,+1. Similarly,

if attackers successfully intercept bath and R, coming from serversV.S; and N .S,,
they can obtain the corresponding mapping address by peirfgrthe same computa-
tion expected to be used by ugéri.e., by computingX,,; 1 = R; ® Rs. Once obtain
such a value, they can simply infer the original query defimgdserlU by requesting a
reverse DNS mapping of 1. Analogously, an active control of the channel can lead
attackers to forge resolutions. Indeed, without any adldii measures, a legitimate
user does not have non-existence proofs to corroboratg dpikires. This especially
relevant on UDP-based lookup services, like the DNS, wheligaty of messages is
not guaranteed. Attacker can satisfactorily apply thesd ki attacks by intercepting,
at least, one of the server responses. An attacker can for@eantercept?;, compute

R5 = R; ® Rs (whereR3 is a malicious resolution), and finally send as a resulting
response coming from servarSs. Then, the resolver associated to uSewill resolve

the mapping address as follow; @ R = R ® Ry ® Rs = Rs.

As an alternative to the proposals presented in [23, 24],repgse to distribute the load
of the set of ranges launched by useamong several servelgS; ... N.S,,. Unlike the
previous schemes, our approach aims at constructing efiffeanges of queries for ev-
ery servelV's; ... N'S,,. The ranges will be distributed from{ H," '} ... Q{H%*'}

to Q{HN5"} ... Q{HY"}. When the responses associated to these queries are ob-
tained from the set of servers, ugéwverifies that the desired guery has been success-
fully processed. If so, the rest of information is simplyadisded. On the contrary, if
the query is not processed, i.e., usedoes not receive the corresponding response, a
new set of ranges is generated and proposed to the set ofsefvavoid the inference
attack discussed above, ranges are constructed on indagesgdsions to preserve in-
formation leakage of the legitimate query. Let us note thatiging this strategy, we
preserve privacy of queries from both server and commupoitahannel. In order to
guarantee integrity of queries, authenticity of queries] aon-existence proofs, our
proposal relies moreover on the use of the DNS security sidaa. We survey the use

of DNSSEC in the following section. An evaluation of our apgch is presented in
Section 5.

4 The DNSSEC Specifications

The Domain Name System SECurity (DNSSEC) extension is af sgtemifications of
the IETF for guaranteeing authenticity and integrity of DR8source Records (RRS)
such as NAPTR records. DNSSEC is based on the use of asyroergpiography and
digital signatures. DNSSEC is often criticized for not lgeiret deployed after more
than ten years of discussions and revisions. It is howewveb#st available solution
(when used properly) to mitigate active attacks againsDIN&, such as man-in-the-
middle and cache poisoning. DNSSEC only addresses threatsecauthenticity and
integrity of the service. Although early DNSSEC proposatsspnted clear problems
of management associated with its key handling schemaatstlestablished version



of DNSSEC overcomes key management issues based on theabate§igner (DS)
model proposed in RFCs 3658 and 3755. DNSSEC is being clyrdeytloyed on ex-
perimental zones, such as Sweden, Puerto Rico, Bulgadaiarico (cf.http://www.x-
elerance.com/dnssgc/At the moment of writing this paper, more than ten thousand
DNSSEC zones are enabled (cf. http://secspider.cs.dald.@eployment at the root
level of DNS is currently being debated, although the diffies of deploying DNSSEC

at this level seem to be of political nature rather than teinssues.

The main characteristics of the latest version of DNSSEQlaseribed in RFCs 3658,
3755, 4033, 4034, and 4035. An analysis of threats addresstdandled by DNSSEC
is also available in RFC 3833. DNSSEC provides to DNS resslgegin authentica-
tion of Resource Records (RRs) (such as A, CNAME, MX, and NRR&s well as RR
integrity and authenticated denial of existence (e.g.NA# TR record is queried in the
global DNS service and it does not exist, a signed proof ofexistence is returned to
the resolver). As we pointed out above, DNSSEC allows twieht strategies to guar-
antee authenticity and integrity. On the one hand, adnnatsts of a given domain zone
can digitally sign their zones by employing their own prezey and making available
to resolvers the corresponding public key. On the other haghahinistrators can rely on
the use of a chain of trust between parent and child zonestiadies resolvers to verify
when the responses received from a given query are trustydntorder to implement
these two strategies, DNSSEC relies on the use of four new RRSypes: (1) Re-
source Record Signature (RRSIG) RRs that store the signatisociated to every RR
in a given zone, (2) DNS Public Key (DNSKEY) RR that contains specific public
key that will allow the resolver to validate the digital sajares of each RR, (3) Dele-
gation Signer (DS) RRs that are added in parent zones to didsgation functions on
child zones, and (4) Next Secure (NSEC) RRs that containrmdition about the next
record in the zone, and that allow the mechanism for vergfyimre nonexistence of RRs
on a given zone. DNSSEC includes two bit flags unused on DNSages headers to
indicate (1) that the resolver accepts unauthenticatedfdain the server and (2) that
those RRs included in the response were previously autteteat! by the server.

Regarding the set of keys for signing RRs, one or two key paust be generated. If
administrators decide to sign zones without a chain of tthstcomplete set of RRs of
each zone are signed by using a single pair of Zone Signing K&yKs). On the other
hand, if the administrators decide to use a chain of trustéen parent and child zones,
two key pairs must be generated: a pair of Key Signing KeyK®$s generated to sign
the top level DNSKEY RRs of each zone; and a pair of ZSKs keysised to sign all the
RRs of each zone. Several algorithms can be used for theaj&mreof key pairs, such
as RSA, DSA (Digital Signature Algorithm), and ECC (EllipCurve Cryptosystem).
These keys are only used for signatures, and not for enoryti the information.
Signatures are hashed by using MD5 or SHAL, being the cortibmBRSA/SHAL the
mandatory signature process that must be implemented\arseand resolvers. The
type and length of these keys must be chosen carefully stnsigriificantly affects
the size of the response packets as well as the computata@athbn the server and
the response latency. Results in [1] pointed out to an owetloé 3% up to 12% for



KSK/ZSK keys based on RSA and length of 1200/1024 bits; andig% 6% for ECC
based keys of length 144/136 bits.

The validity period associated with KSK/ZSK keys must algodefined carefully in
order to avoid problems with key rollovers, since data sigwéh previous keys may
still be alive in intermediary caches. Synchronizatiorgpagters are therefore very im-
portant in DNSSEC. Another issue, often referred in thediiere azone enumeration
or zone walkingrelies on the use of the NSEC RR. As we pointed out above, NSEC
allows chaining the complete set of RRs of a zone to guararteexistence of records
and so, it also allows retrieving all the information asateil to a given zone. Although
the DNSSEC working group originally stated that this is noéal problem (since, by
definition, DNS data is or should be public) they proposedIterreative method that
uses a new RR called NSEC3 which prevents trivial zone eratinerto introduce
a signed hash of the following record instead of includingeclly its name. Secure
storage of trust anchors has also been actively discussbe iliterature. Unlike PKI
solutions, the chain of trust of DNSSEC offers higher besefitmpared to the security
of X.509 certificates since the number of keys to protect irSSEC is much lower.

5 Evaluation of Our Proposal

This section shows the outcome of our evaluation steerearttsymeasuring the latency
penalty due to the use of our approach on a real network sodioathe resolution of
DNS and DNSSEC queries. The hardware setup of our experingcenario is the
following. A host R, running on an Intel Core 2 Duo 2 GHz and 1 GB of memory,
performs queries of type NAPTR to a global resolution ser@c The implementation
and deployment of our proposal iR is based on th@ythonlanguage. More specifi-
cally, we base our implementation on the modaitespythor{11] for the construction
and resolution of DNS queries; and the modui2crypto[12] to access th©penSSL
library [4] for the verification of digital signatures defihey DNSSEC.

The global resolution servic€&' is in turn implemented by means of three different
hosts:S1, that runs on an AMD Duron 1 GHz with 256 MB of memoiys, that runs
on an Intel PIll 1 GHz with 512 MB of memory; anfl;, that runs on an Intel Xeon
2.4 GHz with 1 GB of memory. Servers (@ are located on different networks and
on different countries: servef; is located in North America; and serve$s and Ss
are located in Europe. DNS and DNSSEC services configurecaom ene of these
hosts are based on BIND 9.4.2 (bf.t p: // ww. i sc. or g/ product s/ BI ND/ ). The
configuration of each server i@ consists of a databas¥€ that contains more than
twenty thousand NAPTR records generated at random. Eacbfahese records are
linked moreover with appropriate DNSSEC signatures. Wefasehis purpose the
dnssec-keygeand dnssec-signzonols that come with BIND 9.4.2. The key sizes
are 1200 bits for the generation of Key Signing Keys (KSKg) 4024 bits for Zone
Signing Keys (ZSKs). The generation of keys is based on th& iRtplementation of
dnssec-keygei\lthough the use of ECC signatures seems to reduce thegstspace



of signed zones [1], the algorithm we use is RSA instead of BiDCe the latter is not
yet implemented in BIND 9.4.2.

We measured in our evaluations the time required for resglgueries fromR to G
with different testbeds, where the size of the query rangeach testbed increments
from thirty to more than one hundred. Each testbed consisiseid on the generation
of three sets of random queries, one for edgck G. Each testbed is launched multiple
times towards cumulative series of NAPTR queries. Eactesési created at random
during the execution of the first testbed, but persistendsesl. It is then loaded into the
rest of testbeds to allow comparison of results. We splitwluole evaluation in four
different stages. During the first two stages, the trandpger utilized betwee? and

G is based on the TCP protocol. First stage is used for theugsolof DNS queries,
while stage two is used to resolve DNSSEC queries. Simjlstdge three and four are
based on UDP traffic for the resolution of, respectively, D&l DNSSEC queries.
During these two last experiments based on DNSSE@erifies the integrity and the
authenticity of the queries received from the differentses inGG. The verification pro-
cedures have been implemented as defined in DNSSEC RFCg§tibi54). We show
in Figure 1 the results that we obtained during the executfahese four experiments.

" UDP-DNS —— | " TCP-DNS —— |
UDP-DNSSEC -~ | TCP-DNSSEC -

Resolution Time (s)
Resolution Time (s)

30 40 50 60 70 80 90 100 30 40 50 60 70 80 90 100
Range Size Range Size

(a) UDP tests (b) TCP tests

Fig. 1. Evaluation of our proposal.

We can appreciate by looking at Figure 1 that the latencyesmes linearly with the size
of the range of queries. TCP-based experiments show workirpgnce than UDP-
based queries — due to the overhead imposed by the establistoihsessions. UDP
protocol is clearly the best choice for the deployment of proposal. Given an ac-
ceptable latency of no more than two seconds, UDP results #at the probability

of guessing the true query i3 = ﬁ = ﬁ ~ 0.004167. We consider this result as
satisfactory. In general terms, we should expect that thteiogy for obtaining a query
i within a range of sizex andm different servers ig%, = —L

n-m’




Besides the difficulties imposed by our model for predicting original petition, we
are conscious of the high bandwidth increase that it reptes@his is an important
drawback in scenarios where the bandwidth consumption igieat factor. However,
if this is the case, it is possible to reduce the size of thgeaf queries. Since there is
a clear relation between both parameters, i.e., the banlwithsumption is inversely
proportional to the prediction probability, we believe ttlzaproper balance between
bandwidth consumption and prediction probability can beugi to enhance the pri-
vacy of the service. Let us recall that reducing the size cheange of queries to a
fifty per cent, the prediction probability for the attackemiroportionally increased by
two. On the other hand, let us observe how the penalty in gEorese times introduced
by DNSSEC is not specially significant, solving the integaihd authenticity problems
that appeared in the other approaches. This is the reasowe/bgnsider the activation
of DNSSEC as a decisive factor for avoiding manipulatiomoek traffic attacks.

6 Conclusion

The use of the DNS¥omain Name Systéras the underlying technology of new lookup
services might have unwanted consequences in their seandtprivacy. We have an-
alyzed in the first part of this paper privacy issues regarthie use of DNS procedures
in the ENUM ¢Elephone NUmber Mappingervice. The loss of privacy due to the
lack of security mechanisms of the DNS data in transit oveednre channels or with
dishonest servers is, from our point of view, the main pexcityi of the threat model
associated to the ENUM service — compared with the threatiafdraditional DNS
applications. We have then analyzed in the second part afiotk, the use of statistical
noise and the construction of range of queries as a possibl@ermeasure to reduce
the risk associated to this threat.

The implementation of our proposal is inspired on a PHRivVacy Information Re-
trieval) model introducing random noise in the DNS queries. The gbalur model
is to reduce privacy threats at both channel (e.g., eavppédrs trying to infer sensi-
ble information from people’s queries) and server level.(edishonest servers from
silently recording people’s queries or habits). The prapasindeed inspired on two
previous works surveyed in Section 3. Security deficiendetected in both contribu-
tions have been addressed, such as response manipuladicarge intersections. The
combination of our model with the use of DNSSEC allows us ®vent, moreover,
from authenticity and integrity threats. The main drawbatkur contribution is still
a high increase on the bandwidth consumption of the serVileeare working on an
improvement of our model to address this limitation.
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