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¬�®r©�»u´Hª�¸a§�®r­%®HÅh²:§Ä®<ª«´h±(»µ®H¸�´Hª(È�É
ª¯­�§Ä±(´H¹�¨�´<¬:§(¬h­�§
©�§o®�³µ»uão®[²a¬¿¨a©�´h±(§�ª«´â¸�§¼±(´<©«©�§�³|®�±(»u¾H¬Ï®Â¨�®�©«­�»p©�¸a§
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¸a§¡²a¬Z®�­%®<Å�²a§¡±(´h´<©%¸�»u¬�®H¸�´,§(ª`²a¬�±(´H¬�·¯²:¬h­�´,¸�§
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§(¬Ä§(³:»u¬h­�§�©�»u´<©
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Ím®H¸�´Hª>¸a§.©�§(±(»uÇa»p©.®�³µ§6©«­%®<ª�¸a§
±�´H¬h­«©%®<¹�§(¸a»µ¸:®'¨:²:Ça³u»pº
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Ü ®`¹½®(áh´<©�¨�®�©«­�§½¸a§�³µ®D»µ¬ Ã §(ª¯­�»uÍm®<±�»µ¾<¬,®<±6­�²�®<³�§(¬
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Ày®�³uª�®<ª�Å�²a§HÎ�§�¬ Ã »µ®H¸a®<ª3®½´<­«©%®�ª3±(§(³µ¸:®�ª¶¸a§�¨a©�§ Ã §(¬aº
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¨:³µ®r­%®�ÀÁ´�©�¹½®�È�É.ª¯­%®¡ª«»p­�²�®<±�»µ¾<¬5¬a´HªÄ³u³u§ Ã ®[®Â³|®¡¬a§�º
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LSM Module Policy Engine
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­�» Ã ´aÎ*³u´DÅh²a§Êª«²a¨�´H¬:¸�©�°µ®½©�§o®<³u»uão®r©oÎF§(¬[³µ®¼¹½®(áh´�©�°µ®
¸a§ Ã §(±�§(ª(Î:²a¬¼­«©%®�Ç�®r·@´�»u¬:¬a§(±(§(ª�®r©�»µ´�È
Ü ´Hªv±(´<¹�¨�´<¬:§(¬h­�§�ªv¸a§�³µ®½±(§(³µ¸:®Æ¸�§"¨�©�§ Ã §�¬:±(»u¾H¬

¸a§(Ç�§6©%Ý<¬�¨�´�¸a§�©F©�§o®�³µ»uão®r©
´<¨�§6©%®<±(»u´H¬a§(ª�ª«´H³u´v¨�§�©�¹�»pº



­�»µ¸:®�ª
¨�®r©%®3§�³:®H¸�¹�»µ¬a»uª¯­«©%®H¸a´�©�¸a§(³�ª«»uª¯­�§(¹½®Êéy±(´H¹�´�Î
¨�´<©�§@·@§(¹�¨:³u´�Îaß�³p­«©%®H¸�´�¸a§3¨�®<Å�²a§�­�§(ª(Îa±o®�¬:±(§�³|®�±(»u¾H¬
¸a§3±(²:®<³µÅh²:»u§�©�¨�©�´h±(§(ª«´�Î�§�­�±oû6È�É.ª¯­�´Ä»u¹�¨:³u»u±o®�©%ÝÄÅh²a§
³u´Hª�¨a©�´h±�§(ª«´Hª'¸�§)ª«»uª¯­�§(¹½®¶®�ª«´�±�»|®<¸a´<ª�®3³u´Hª�±(´H¹�¨�´�º
¬:§�¬h­�§(ª�ª«§�³µ®<¬aão®�©%Ý�¬�±�´H¹�´vª«»�ÀÁ²a§(ª«§�§(³a®H¸�¹�»µ¬a»uª¯­«©%®�º
¸a´�©"¸�§(³
ª«»uª¯­�§�¹Æ®`Åh²:»u§(¬¡©�§(®<³u»uão®<ª«§�­%®<³
´H¨�§�©%®�±(»u¾H¬NÈ
è §�³u´Æ±�´H¬h­«©%®�©�»u´aÎ�ª«»�®<ª«´h±(»µÝ�©%®<¹�´<ª¶²a¬Ë²:ª«²�®r©�»u´Æ¬:´
¨a©�» Ã »u³u§(ÍH»µ®H¸�´Ì¨:®�©%®¡±(®H¸a®¡±(´<¹½¨�´<¬:§(¬h­�§<Î�§(³�¹�§(±o®rº
¬:»uª«¹�´ è ü �^¸a§ Ü »u¬�²�äâ¬:´Â¨�§�©�¹�»p­�»u©�°µ®Ë³µ®¡§J·¯§(±�²aº
±(»u¾H¬Ì¸�§Ä¸�§�­�§�©�¹�»u¬�®<¸:®<ªv³u³µ®<¹½®H¸a®<ª(ÈNÉ.³.±(´H¬h­«©�´<³
¸a§
®<±�±(§(ª«´`»u¬h­�§�©�¬:´¼®<³.¬��a±(³u§(´¼ª«§ÊÇ:®<ª�®�©%Ý�ÎN¨�´<©v­%®<¬h­�´aÎ
§(¬�§(³3»µ¸a§�¬h­�»uß:±o®H¸�´<©D¸a§Â¨a©�´h±(§(ª«´Bé � ê è ÎK�'î ó ÷%ö ñ�ñ
ë?�hö6ìaí ò � ö6î<û�Åh²a§Ê©�§o®<³u»uão®Ë³µ®`³u³µ®<¹½®H¸a®¼áÌÅh²:§Ä§�ª¯­%®�º
©%ÝÊ®�ª«´h±(»µ®H¸a´�®"²a¬¼±(´<¹�¨�´H¬:§�¬h­�§v§�ª«¨�§�±(°pß�±(´�È��'®<¸:®
ÀÁ²a¬:±(»u¾<¬Ä©�§(ÍH»uª¯­«©%®H¸a®¶¨�´�©�²:¬Ä¹�¾�¸�²:³u´ Ü ¦7j[Îh¸�§�­�§�©«º
¹�»u¬�®r©%Ý¡Åh²:àÆ±(´H¹�¨�´<¬:§(¬h­�§½©�§o®�³u»µã(®Ì³µ®¡³u³µ®<¹½®<¸:®¡®
¨�®r©«­�»p©"¸a§Äª«² � ê è áhÎN®`¨:®�©«­�»p©"¸a§Ä§�ª¯­�´aÎ>®<¨a³u»µ±(®�©%Ý
§(³N±(´H¬h­«©�´<³>¸a§�®<±(±�§(ª«´½Ç�®<ª�Ý�¬�¸�´Hª«§�­%®�¹ÊÇa»µà�¬D§�¬D³µ´<ª
¨�®r©%Ý<¹�§�­«©�´<ªÆ¸a§D³µ®Ì³µ³µ®�¹Æ®<¸:®�È ü ª«°yÎU¨�´�©Æ§@·¯§�¹�¨:³u´aÎ
²:¬â±(´<¹�¨�´H¬a§(¬h­�§�¨�´�¸�©%ÝË®<±(±(§(¸a§�©Ä®Dª«²:ªÊ®r©�±6Ða» Ã ´Hª
¸a§3±(´<¬aß:ÍH²a©%®�±(»u¾H¬*Î�¨�§�©�´Ê¬:´Ä®Ê³u´Hª�¸�§¶´�­«©�´aÈ
+v¬D®<ª«¨�§�±�­�´½®Ê­�§(¬a§�©�§(¬D±(²a§(¬h­%®Ä¸a§�ª�¸a§¶§(³N¨:²a¬aº

­�´�¸a§ Ã »uª¯­%®Ä¸a§3³µ®Ä»u¹�¨:³u§(¹�§(¬h­%®�±(»u¾H¬NÎ�§(ª�³µ®Ê¨a©�´H¨a»µ®
®H¸�¹�»u¬:»uª¯­«©%®<±(»u¾<¬¡¸�§�³u´<ªv±(´H¬h­«©�´<³u§(ª3¸a§�®�±(±(§(ª«´½á`³µ®
ÍH§�ª¯­�»µ¾<¬,¸a§�±o®H¸a®Ë²a¬�®D¸a§½³µ®<ª"±(§�³|¸a®<ªÊ¸a§�¨a©�§ Ã §(¬aº
±(»u¾H¬*ÈO�U´H¹�´¶§�ä�¨�´H¬a°µ®<¹�´Hª
§(¬�³µ®¶ª«§(±(±�»µ¾<¬¼®�¬h­�§�©�»u´<©oÎ
³u´HªÆ®<¸a¹�»u¬:»uª¯­«©%®<¸a´<©�§�ª½¬a´Ì¸a§(Ç�§(¬,ª«§�©½±o®<¨:®<±(§�ªÆ¸a§
³µ®<¬aão®�©�¬:»u¬:Í<²:¬:®v³u³µ®<¹½®H¸a®¶¸�§(³aª«»uª¯­�§(¹½®3Åh²:§�®�­�§(¬h­�§
±(´<¬h­«©%®v³µ®v±(§�³|¸a®3¸�§'¨a©�§ Ã §(¬:±(»u¾<¬NÎ<§ Ã »p­%®�¬�¸a´v®<ª«°:Åh²a§
­%®<¹"Ç:»uà(¬Æ³u´ÄÐ�®�Ím®Ê²a¬¼»u¬h­«©�²:ª«´Ê§(¬¼±o®�ª«´½Åh²a§3§�ª«±o®<³u§
ª«²:ªN¨a©�» Ã »µ³u§(Í<»u´Hª.®�³u´Hª�¸�§(³h®H¸�¹�»µ¬a»uª¯­«©%®H¸a´�©oÈrÉ
ª¯­�§�Ða§�º
±%Ð:´3ª«§)±(´H¬h­«©%®�¨�´<¬:§)±�´H¬�³µ®3ÍH§�ª¯­�»µ¾<¬Æ¸�§)³µ®3±(§�³|¸a®vá�®
Åh²:§HÎhª«»�²a¬¼®<¸a¹�»u¬:»uª¯­«©%®<¸a´<©'¬:´�¨:²a§o¸a§�»u¬�­�§6©%®<±�­�²:®�©
±(´<¬[³u´<ª¶±(´<¹�¨�´<¬:§(¬h­�§�ª(Î�­%®�¹�¨�´h±(´Æ¨�´�¸�©%Ý�©�§o®<³u»uão®r©
¬:»u¬aÍ��:¬D¨a©�´h±(§(ª«´Æ¸a§�ÍH§(ª¯­�»u¾H¬ËáD±(´<¬aß:ÍH²a©%®�±(»u¾H¬Âª«´<º
Ça©�§�³µ®¶±�§(³µ¸:®�È � ®r©%®¶ª«´H³ Ã §�¬h­%®�©�§(ª¯­%®¶¨�©�´HÇa³µ§�¹½Ý�­�»u±o®�Î
Ð:§�¹�´Hª3»µ¬h­«©�´�¸�²:±(»µ¸�´`²:¬[¹�§�±o®<¬a»µª«¹�´¼¸a§�®�²a­�§(¬h­�»pº
±o®�±(»u¾H¬¼­�§(¹�¨�´<©%®<³�Ç�®�ª�®H¸a´Ê§(¬¼§�³*»µ¸a§�¬h­�»uß:±o®H¸�´<©�¸�§(³
Ã §�¬�¸a§(¸a´<©3¸�§"²:¬¡¸�»µª«¨�´<ª«»p­�» Ã ´F+¶¦7X�Î*®�ª«°.±(´<¹�´Æª«²
»µ¸a§(¬h­�»pß:±o®H¸�´<©�¸a§�¨�©�´�¸�²:±6­�´aÈ ü ª«°yÎH¹½»u§�¬�­«©%®�ª.§(³:¸�»uª¯º
¨�´Hª«»p­�» Ã ´�§(ª¯­�àv±�´H¬:§�±�­%®H¸�´Ê®<³�ª«»uª¯­�§(¹½®�Î�§(³�®H¸�¹�»u¬:»uª¯º
­«©%®H¸�´<©�Í<´Hão®r©%Ý½¸a§¶³u´Hª�¨�©�» Ã »u³u§(Í<»µ´<ª}�a¬:»u±o®"á¼§�ä�±(³u²aº
ª«» Ã ®<¹�§(¬h­�§`¬a§(±(§(ª�®r©�»u´HªÆ¨�®r©%®Ì³µ®[¹½®<¬:»u¨a²:³µ®<±(»u¾<¬�á
ÍH§�ª¯­�»µ¾<¬D¸a§v³µ®"±�§(³µ¸:®�ÈaÉ
¬¼§�³�¹�´H¹�§(¬h­�´�Åh²:§�§(³*¸�»uª¯º
¨�´Hª«»p­�» Ã ´3ª«§(®�©�§�­�»p©%®H¸�´aÎH³µ®<ª�©�§(ª¯­«©�»u±(±(»u´H¬a§(ª Ã ´H³ Ã §6©%Ý<¬
®�ª«²½¬:´�©�¹½®<³u»µ¸:®H¸�È�É
¬½³µ®¶ß�Í<²a©%®��3ª«§�¹Ê²a§(ª¯­«©%®¶±(´�º
¹�´�²a¬�®UÀÁ²a¬:±�»µ¾<¬¶©�§(Í<»µª¯­«©%®<¸:®)¨�´<©F²a¬¶¹�¾�¸a²a³µ´ Ü ¦7j
Ð�®�Ç:»u³u»p­%®Ä³µ®Ê¹�´�¸a»pß�±(®<±(»u¾H¬D¸�§¶²a¬D®r©�±6Ða» Ã ´�¸�§¶±�´H¬aº
ß�Í<²a©%®�±(»u¾H¬NÈ

Operating System

DAC

Does admin.

do the syscall?

Does a

prevention

cell process do

the call?

Acces Control

based on the

syscall parameters

Call the original

kernel syscall

Possible system

compromissed

Call the original

kernel syscall

Call against a

prevention cell

component?

Is the

authentication

USB device

connected?

YES

YES

YES

YES

NO

NO

NO

NO

ACCEPT DENY

ACCEPT

DENY Operating System

returns with error
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� §(¹�´<ªÂ¨�©�§(ª«§(¬h­%®H¸�´Ï²:¬:®Ï®�©%Åh²a»u­�§�±�­�²a©%®5¨:®�©%®5³µ®
¨a©�§ Ã §(¬:±�»µ¾<¬¡áË¨a©�´�­�§(±(±(»u¾H¬Ì¸a§Ê®�­%®HÅh²a§(ª3±(´h´<©%¸�»µ¬:®�º
¸a´<ªÊÅh²a§�¨a©�´<¨�´<©�±(»u´H¬:®Ë¨�©�´<­�§(±�±(»u¾H¬¿®D³u´Hª�±(´H¹�¨�´<º
¬:§(¬h­�§�ª3Åh²:§�³µ®Æ±(´<¬aÀ�´<©�¹½®<¬*È è »u±%Ð�®½¨�©�´<­�§(±�±(»u¾H¬¡ª«§
Ç�®�ª�®Â§(¬V²a¬V±(´<¬h­«©�´H³�¸�§¼®�±(±(§(ª«´¡»u¬h­�§(Í<©%®<¸a´Â§(¬V§(³
¬��:±(³u§(´"¸�§(³�ª«»uª¯­�§(¹½®�´<¨�§6©%®�­�» Ã ´�Î�©�§�À�´<©�ão®�¬�¸a´"¬�²:§�ª¯º
­«©�´D´HÇ�·@§�­�» Ã ´Â¸�§�¹�´�¸a²a³|®r©�»µ¸:®H¸[§�»u¬�¸�§(¨�§(¬:¸a§(¬a±(»µ®
§(¬h­«©�§U±(´H¹�¨�´<¬:§(¬h­�§(ª(È ü ª«°�¹�»uª«¹�´�Îr§(ª¯­%®�¹�§�­�´�¸�´H³u´<º
ÍH°µ®�¨�§�©�¹�»p­�§�³|®¶»u¬:±�³µ²aª«»u¾H¬Æ¸a§)§(³u§(¹�§(¬h­�´Hª�¸a§�­�§�©�±(§�º
©%®<ª
¨�®r©«­�§(ª�¸a§'À�´<©�¹½®3±�´H¬�ß�®<Ça³u§)ª«»u¬Ä©�§o®�³u»µã(®�©'Í�©%®<¬aº
¸a§(ª�±o®<¹"Ç:»u´Hª)§�¬`³|®Ê»u¬aÀ|©%®<§(ª¯­«©�²a±�­�²a©%®�È
ü ²:¬:Åh²:§�¬�²a§(ª¯­«©%®�¨�©�´H¨a²:§(ª¯­%®�Ç�®<ª�®<¸:®�§(¬"§(³�±(´<¬aº

­«©�´H³�¸a§D®<±(±�§(ª«´V®[¬a» Ã §(³�¸a§�³)¬��:±(³u§(´Ì¸a§(³)ª«»uª¯­�§(¹½®
´H¨�§�©%®r­�» Ã ´Ë´�À�©�§(±�§Æ²a¬�®¼¨a©�´�­�§(±(±�»µ¾<¬¿®`³u´<ª�±(´H¹�¨�´<º
¬:§(¬h­�§�ª¶¸�§"¬�²:§(ª¯­«©%®½¨a³|®r­%®�À�´<©�¹½®�Î*¬:®H¸a®½Ím®�©%®�¬h­�»µã(®
Åh²:§½²:¬:® Ã ²a³u¬:§�©%®�Ç:»u³u»|¸a®H¸â§(¬Và(ª¯­�§¼¬a´Â¨�§�©�¹�»p­%®Ë®
²:¬Â²:ª«²:®�©�»u´¼Ð�®�±(§�©�ª«§Ê±(´H¬¡§(³�±(´H¬h­«©�´<³
¸a§"³u´Hª3±(´H¹Äº
¨�´H¬:§�¬h­�§(ªU¸a§)²:¬:®¶±(§�³|¸a®�¸�§�¨�©�§ Ã §(¬a±(»u¾H¬*È � ´<©'§(³u³u´aÎ
§(ª¯­%®<¹�´<ª'§(ª¯­�²�¸�»µ®<¬�¸�´"¹�§6­�´�¸�´H³u´HÍ<°|®�ª(Îa±(´H¹�´�³µ®�­�´<º
³u§�©%®<¬a±(»µ®Â®¼»µ¬h­«©�²aª«»u´H¬:§�ª½å ��Îg�aÎ'Y(ý<çôÎ>Åh²:§Ê¬:´Hª�±(´<¬aº
¸a²aã(±o®<¬¡®�©�§�À�´<©�ão®�©�³µ®½ª«§(ÍH²�©�»µ¸:®H¸¡¸a§�³µ®Æ¨:³µ®r­%®�ÀÁ´�©«º
¹½®Ë§(¬,Í<§(¬:§6©%®<³yÎ
§ Ã »p­%®<¬�¸�´[Åh²:§Æ²a¬�®Ë±(§(³µ¸:®Â±(´H¹Äº
¨a©�´<¹�§�­�»µ¸:®v¨�´<©�²a¬�®3¸a§6ß�±(»u§(¬a±(»µ®�®rÀÁ§(±6­�§�®<³aÀÁ²a¬:±�»µ´�º
¬�®�¹�»µ§�¬�­�´"ÍH³u´HÇ:®<³F¸a§3³µ®�®r©%Åh²:»p­�§(±�­�²�©%®�È



�¡ ,�¯ :Öh :¥UÙaÚL#�¢
å�Y�ç"¦�È�XUÐ�®r­«­%®<±%Ð�®r©«á�® ®�¬�¸ þ"È9e�§HÈ è §(ª«»uÍ<¬

´<Àv©�´HÇa²:ª¯­oÎ
ª«²a© Ã » Ã ®<Ça³µ§`»u¬h­«©�²:ª«»u´<¬Ï¸�§�­�§(±�­�»u´H¬
®<ÍH§�¬h­oÈ)êJ¬�� ñ í � ñ�ò �Hð��T�H÷ ò � ÷ �
ó ìG�(ö6î�ö6ì�÷%ö ó ì
ë%ì:íJö?��� ò �hö�ìaí � �hö6ì:íiq�ö«÷ s ì ó � ó �<ù<Î � ´<¬:Í-�v´H¬aÍaÎ
è §(±(§�¹ÊÇ�§�©{YG[�[�[�È

å �rç � È�É.ª¯­�§ Ã §(ª¯ºL�
§�©�»uª«ª«»u¹½´�Î,þ�È Q §�©«©�§(»p©%®�þ�§�º
Ã §(ª(ÎÄ®<¬:¸�j[È � ²a¨�´�º��U´<©«©�§(»µ®�È êJ¬h­«©�²:ª«»u´H¬�º
�F´<³u§�©%®<¬h­ ü ©�±%Ð:»p­�§(±6­�²a©�§(ª�J��U´H¬a±(§(¨�­�ª.®<¬:¸ è §�º
ª«»µÍ<¬NÈb�N§(±%Ð:¬a»µ±(®<³�©�§(¨�´<©«­oÎO�U´H¹�¨:²�­�§�©�¦�±(»u§(¬:±�§
è §(¨�®r©«­�¹�§(¬h­oÎ�+v¬:» Ã §�©�ª«»p­@áÊ´�À Ü »µª«Ç�´H®�Î � ´<©«­�²aº
Ím®<³yÎ ü ¨a©�»u³b�.c�cHý�È

å ý�çp�aÈR�3®r©�±(°µ®�Î Q È ü ²�­«©�§(³yÎ��aÈ�XU´�©«©�§(³u³ôÎ*¦�È��'®<ª¯­�»pº
³µ³u´�Î Q È��U²a¨:¨�§(¬aª(Î�®<¬:¸��"È:þ3® Ã ®�©«©�´�È è §(±(§�¬aº
­«©%®<³u»uã(§o¸[¨a²:Ça³u»µª«Ð�ºWª«²:Ç:ª«±6©�»µÇ�§"ª¯á�ª¯­�§(¹�­�´¼¨�©�§�º
Ã §(¬h­�±(´h´<©%¸�»u¬�®r­�§o¸V®r­«­%®<±���ª Ã »µ®D®<³u§�©«­"±�´<©«©�§�º
³|®r­�»u´H¬NÈ^êJ¬���í s ë%ìaíJö6î6ì,�<í òôó ì,��� �
ó ìG�(ö6î�ö6ì�÷%ö
ó ì`ë%ìG� ó î6úa�<í òôó ì��<ì�� �
ó ú"úÊï�ì ò ÷d�<í òyó ì ñ ø�ö�ð
÷�ï�î ò íyù�Î:�v±6­�´HÇ�§�©}�.c�c���È

å �<ç Q È��v´H¬aÍaÎ��ÄÈ��v´<ª«§ Ã ®�º � ´H¨aª¯­�´�·«®�¬:´ Ã ®�Î
�ÄÈi��®<»µ¸�áh®<¬�®r­�Ð�®�¬NÎi�ÄÈi�N©�» Ã §(¸a»yÎ Q Èi�â®�¬:ÍaÎ
  È7�â®<¬:Í�Î�®�¬�¸fX�ÈRj`²�­�Ð�²:ª�®<¹�áhÈS�UÐ�®r©%®<±�­�§�º
©�»µã�»µ¬aÍVêJ¬h­«©�²:ª«»u´H¬¡�N´<³µ§6©%®<¬h­D¦�á�ª¯­�§(¹�ªa+vª«»u¬:Í
®Z¦�­%®r­�§¢�*©%®<¬:ª«»p­�»u´H¬£j`´�¸�§(³yÈ!êJ¬^õ �-¤ � �
ë%ìG� ó î%ú���í òôó ìÆø:ï�î�� ò �.�=¥ ò � ò íyù �
ó ì��oö6î�ö6ì�÷6ö{��ì��
¦ l�	 ó<ñ�ò í òyó ì ë«ë¨§Áõ�ë%ø � ¦
© ðÁë«ë«ªoÎ ü ¬:®<Ða§(»u¹DÎ
�'®<³u»pÀÁ´<©�¬:»µ®�Î:�<²:¬:§]��c�cOY<È

å _rçpX�ÈS� È Ü ®<¹�¨aª«´H¬*È � ©�´<­�§(±6­�»u´H¬NÈ ê@¬ � � m
ø�ë.¬{­'�Uø®­�	aö6î��<í ò ì��`ø:ù ñ íJö6ú ñ ¤ ö�ðL� ò ö�y
Î Ã ´<º
³µ²a¹�§P|�é�Yrû6Î:¨:®<ÍH§�ª]YG|G¯O�.��Î:�H®<¬�²�®r©«áZYG[=\n�aÈ

å æ�ç è È&j`´h´�©�§HÎ��"ÈO�
´h§(³��m§�©oÎa®�¬�¸`¦�È:¦�® Ã ®�ÍH§HÈ>ê@¬�º
ÀÁ§�©«©�»u¬:Í�ê@¬h­�§�©�¬a§�­�¸a§�¬:»µ®<³N´<À
ª«§6© Ã »u±(§�®<±6­�» Ã »p­@ámÈ
ê@¬±° ñ ö6ì ò l�ø�ö«÷�ï�î ò íyù�øaù�ú}	 ó<ñ�ò ï�úÊÎ��â®<ª«Ð:»u¬aÍ<º
­�´H¬NÎ è È ��Î��.c�c�YHÈ

å \rçp�vÈg�v¬:®<Ça²a­%®�Î��vÈ�ê@¬a´H²a§HÎ�®�¬�¸�j[È ü ª�®��<®�È ü
� ©�´�­�§(±�­�»u´H¬²j`§(±%Ð:®<¬:»uª«¹ ÀÁ´�©,®�¬^ê@¬h­«©�²:ª«»u´<¬

è §6­�§(±�­�»u´H¬ ¦há�ª¯­�§(¹³X'®�ª«§o¸ ´<¬´jD®<¬:¸:®�­�´�©«á
ü ±(±�§(ª«ªµ�U´H¬h­«©�´H³yÈhê@¬C��¶Hí s � ìaì:ï7��� �
ó ú}	�ï�íJö6î
ø�ö�÷�ï�î ò íyùÂë%ì�÷ ò �hö6ìaí}u]��ì��O� ò ì�� �
ó ìG�(ö6î�ö6ì�÷%örû6Î
�N´H²a³u´H²:ª«§<Î Q ©%®�¬:±(§<Î,�H²:¬a§p�.c�c�YHÈ

å |rç ü È,��­«­oÈ·�'Ð:§   ´H³u§p�U´H¹�¨:®�­�»uÇ:»u³u»p­@áD¦�§�±(²a©�»p­Já
j`´�¸�§(³yÈ�êJ¬f¸rí s w ó î�� ò ÷�¹ ó î r�ñ�s�ó 	 ó ìÄø�ö«÷�ï�î�ö
ë�q¡øaù ñ íJö6ú ñ Î���®�©�³uª¯­%®<¸*Îh¦�ºU§o¸a§�¬NÎ<þv´ Ã §�¹ÊÇ�§�©
�.c�c=�hÈ

å [rç�X�È>¦�±6Ða¬:§(»u§�©oÎN®<¬�¸M�aÈb�¶§�³µª«§6áhÈC��©«áa¨�­�´HÍ�©%®<¨aº
Ða»u±�¦�²:¨a¨�´<©«­�À�´<©'¦�§�±(²a©�§ Ü ´HÍ<ª
´H¬a+�¬h­«©�²:ª¯­�§o¸
jD®�±6Ða»u¬:§(ª(È�êJ¬)¸rí s °Nø ¦ w�ë © ø�ö«÷�ï�î ò íyùÄø:ù�úÄð
	 ó<ñ�ò ï�ú��Uî ó ÷6ö�ö�� ò ì�� ñ ÎF¦�®<¬ ü ¬h­�´H¬:»u´�Î:�F§6ä:®�ª(Î
�m®�¬�²�®r©«áZYG[�[�|�È

å�YGc�ç��vÈ}�F®��<®<¸:®�Î3®�¬�¸ � ÈK�v´<»I�H§HÈ�þvê��3É Ü �P��J
� ©�´<­�§�±�­�»u¬:Í Ü ´HÍ<ÍH»u¬:Í4êJ¬aÀ�´<©�¹½®�­�»u´H¬SÇhá � »pº
¸�»u¬:Í�j`²:³p­�»u¨:³u§oX'®<±���²:¨:ª¶»u¬ è »p©�§(±6­�´<©�»u§(ª�ê@¬
�=»rí s ë%ìaíJö6î6ì,�<í òôó ì,����¹ ó î r�ñ�saó 	 ó ìÌõp��íL�=¥��<ð
ñ öP�<ì,� ¦ l�	aö6î%í�øaù ñ íJö6ú ñ � 	=	�� ò ÷d�<í òôó ì ñ §Áõ ¦ ð
© �]¼�¼ ªoÎ Q ³µ´�©�§(¬:±�§HÎ�êW­%®<³páhÎ�¦�§(¨a­�§�¹ÊÇ�§�©}YG[�[�[�È

å�Y�Y�ç��aÈ��v»u§(ÍH®�Îh®�¬�¸��"È�j`±n��©%®�º¶Èg½)ï ò ��� ò ì��¶ø�ö�÷�ï�ð
î«ö3ø ó �6í�y'�<î�ö¶ð
u ó y�í ó � � ó<ò �Êø�ö«÷�ï�î ò íyù��'î ó ð
¥��µö6ú ñ í s ö ¤ ò � s í¢¹��<ù<È ü ¸a¸a»uª«´H¬�º^�Ì§(ª«³u§�áhÎ
¦�§(¨a­�§�¹ÊÇ�§�©K�.c�c���È

å�Yn�rç���È&�[©�»uÍHÐh­oÎ���ÈR��´nº'®<¬*Î*¦�È�¦�¹½®�³u³µ§6áhÎ,��ÈRj`´�º
©«©�»uª(Îm®<¬�¸a�"È��3©�´m®�Ðaº � ®r©«­�¹½®<¬*È Ü »u¬�²�äÄ¦�§(±(²�º
©�»p­Já±j`´�¸a²a³µ§�ª�J-�v§(¬a§�©%®<³�¦�§(±(²a©�»p­JáZ¦�²:¨a¨�´<©«­
À�´<©�­�Ð:§ Ü »u¬�²aä¾�¶§�©�¬:§(³yÈ�ê@¬¿����í s °*ø ¦ w�ë ©
ø�ö�÷�ï�î ò íyù"ø:ù�ú}	 ó<ñ�ò ï�ú"Î�¦�®<¬ Q ©%®<¬a±(»uª«±(´aÎO�'®<³u»pº
À�´<©�¬:»µ®�Î ü ²aÍH²aª¯­-��c�c���È

å�Yoý�ç]e"È�À�Ð:®<¬aÍaÎ � È��v»u¬*Î Ü È ü ³ Ã »uª«»ôÎ�� È Ü §(§HÎ
®�¬�¸ ¦�È-�ÄÈ è ®<´�È � §�­�§�©�´<ÍH§(¬a§(²:ªÂþ�§�­�ºU´<©«º
��»u¬:ÍOJ ü þv§�º ¦�²�© Ã » Ã ®<Ça»u³µ»p­Já � ®r©%®H¸a»uÍH¹ ê@¬
Á »�»=�Ây ó î r�ñ�saó 	 ó ìÃw�ö�y ñ ö«÷�ï�î ò íyùÄ	O�<î��Hð
� ò �<ú ñ Îaþv§?º¿j`§6äa»u±(´�Î:�.c�cOY<È


